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Blaise de Vigenere (1523-1596) en 1585 :

« Il se trouvera a [’encontre assez de manieres de
chiffres du tout inexpugnables et invincibles a qui
n’en aura le secret. »

Edgard Poe (1809-1849) en 1841 :
« L’intelligence humaine ne peut
concocter un chiffrement que
[’intelligence humaine ne puisse
resoudre. »
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FGAXA XAXFF FAFFA AVDFA GAXFX FAAAG DXGGX AGXFD XGAGX GAXGX
AGXVF VXXAG XFDAX GDAAF DGGAF FXGGX XDFAX GXAXV AGXGG DFAGD
GXVAX VFXGV FFGGA XDGAX ADVGG A



Edit de Louis XI du 19 juin 1464,
articles 13 et 14:

« Les courriers et messagers seront visitez par
les commis du grand maistre auxquels ils
seront tenus d’exhiber leurs lettres pour
connoistre s’il n’y a rien qui porte préjudice au
service du Roy et qui contrevienne a ses édits
et ordonnances. »

http://www.cosmovisions.com/Cabinet-Noir.htm



Antoine Rossignol (1600-1682) Etienne Bazeries (1846-1931)



NSA

The National Security Agency/Central Security Service (NSA/CSS) leads
the U.S. Government in cryptology that encompasses both Signals
Intelligence (SIGINT) and Information Assurance (IA) products and
services, and enables Computer Network Operations (CNO) in order to
gain a decision advantage for the Nation and our allies under all
circumstances.

www.nsa.gov/about/mission-values



Blaise de Vigenere, traite des chiffres 1585

« L’ecriture est double : la commune dont on use
ordinairement, et l'occulte secrete qu’on deguise
d’infinies sortes selon sa fantaisie pour ne la rendre
intelligible qu’entre soi et ses consachants. Les yeux
de l'ame du commun peuple ne sauraient
bonnement supporter les lumineux étincellements de
la divinite. (...) Afin de les garantir et soustraire du
profanement de la multitude, et en laisser la
connaissance aux gens dignes, a peu de gens
divulguez artifices. »




Al Kindi (801 — 873)
Sur ’extraction de ’obscur

« J'aurais préferé suivre la voie des
savants qui m'ont precede et qui
pensaient a obscurcir les trésors de la
signification plutot que de les afficher et
de les reveler (...) Par consequent, jai
ecrit sur ce sujet ce que je pensais étre
assez clair pour les fils de la sagesse,
tout en restant hors de portee des
personnes non informées. Que Dieu
m’apporte le succes. »
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Joan Gronsfeld (1640-1719)
Francis Beaufort (1774-1857)
John Wilkins (1614-1672)
Friedrich Kasiski (1805-1881)
Charles Babbage (1791-1871)
William Friedman (1891-1969)
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La cifra del signor
Giovan Battista Belaso
1553
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Scientific American supplément du 17 janvier 1917

Janvary 27, 1917

SCIENTIFIC AMERICAN SUPPLEMENT No. 2143 61

A Simple Carbureter
No portion of an automoblle, or, for that matter,
any internal combustion engine, is more important and
and

any
tudy of the YAFAtIons of the DATOWELET, « v v couimee
locality, and also take into consideration the constantly

eharacter of the fuels supplied, the quest for
 completely automatic carbureter, under all circum-
stances, can hardly fall to appear hopeless; and added
to everything else is the human proclivity of “experi-
menting” that prevails among engine operators, and
results in alterations fn the delicate adjustments of
these complicated devices that must borrfy their
destgners.

Taking everything into consideration a serious ques-
tion arises as o the desirability of intrusting delicately
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lie; and even as to the real desirabllity and real
effectiveness of many of the wonderful attachments
found on latter-day carbureters.
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found to contain 232,075,324 particles to the pound and
had 00508 square feet of surface, while a pound of
dust was found to consist of 192.715,378,500 particles,
representing 527.521 square feet.—The Engincer.

A New Cipher Code*
Wensten defines @ cipher as “a private alphabet,
system of characters o other mode of writing, con-
trived for the safe transmission of secrets, also a
ettt in enoh_charastars A_einkar_kev_ e definad

BEC LUBE CLUBECLUB
IY YQXB CZIHRUSMNR

row,
“W." “E" is found to be the top letter over the “C"
in the “Y" row; continuing this method, the entire

New Cipher Code* =iz

e mIsIng coue DY possIDle enemies mAGe DecowAry
the adoption of an entirely new system for transmitting
messages In cipher to and from our forelgn representa-
tives and agents.

Cipher codes are a necessary adjunct to the conduct
of governmental affairs, especially in time of war, but
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Code table to be used in connection with a key word.

by the key word.

A study of the following will show that the key
word can be any word, sentence or combination of
letters imaginable, and that the methods for reading
cipher messages described so convincingly in “The Gold
Bug” by Poe, and worked out by our good friend
Sherlock Holmes in Conan Doyle's “Adventures of the
Dancing Men,” would be absolutely useless, and the
chance of accidentally discovering the key word fs so
slight as to be negligible.

The method of preparing a cipher message by means
of this code is simple. Assume we wish to send the
following :

WE NEED AMMUNITION
and the key word adopted for the day was ECLUB.
We write out the message and write the key word
over the letters in succession as follows :
EC LUBE CLUBECLUBE
WE NEED AMMUNITION

Taking the first letter “W," refer to the diagram
and look n the horizontal row beginuing with “W*
for the letter written above it, which, In this Instance,
is “E" The letter in the top line of the column with
fhis “E” 18 “L" and this is taken as the first letter
of the code message. The letter “C” is then found in
the “E” row, the top letter in the column with fhis
“C" belng “Y,” the second code letter s therefore “Y.”
Following the same method, the third code letter is
found to be “Y." the fourth “Q." and the complete

in the message example, “E” In the message
is represented by “Y." “Q” and “X,” and “M.” which

¢ In order to allov the tin with the

The method used for the preparation and reading
of code messages is simple in the extreme and at the
same time impossible of translation unless the key
word is known. The ease with which the key may be
is another nolqtmg_n___tggor of the adoption of
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may be used. To prevent the surface from oxidizing.
it 18 advisable first to cover It with & strong solution
of

heated to & low red heat and allowed to remain In
this condition for ten or fifteen minutes. The plate is
then removed from the muflie and the die allowed to
cool. The boracic acid Is removed by soaking in hot

Dies hardened by this method can be used for stamp-
ing leather, soft metals, paper, and similar work, as
they can be made originally soft enough for chasing
or sinking with ease, and then hardened without de-

i tin, 8 pounds; zine, 2 pounds and
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26 x25x - x 1=
7| 403 291 466 112 665 635 584 000 000
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Mais je dirai bien davantage, car non que
de trois enveloppes tant seulement, ainsi de
cinquante, voire cent mille, et encore plus
jusqu'en infini que cela s'étend, que
puissent étre réitérés ces surchiffrements,
d'alphabet en alphabet les uns sur les
autres, il n'importe de rien auquel de tous
vous vous preniez pour le déchiffrer, étant
en cela tous égaux, autant le dernier
comme le premier ou second.
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Quaterly review 1853

Des mesures devront étre prises pour parer d une Seérieuse
objection que ['on souleve a propos des communications
privées par telegraphe — la violation du secret — car, dans tous
les cas, une demi-douzaine de personnes sont amenées a
connaitre chaque mot adressé par une personne a une autre.
Les employés de la Compagnie Anglaise du Télegraphe
s’ engagent au secret sous serment, mais nous ecrivons souvent
des choses que nous ne supporterions pas de voir lues par
d’autres avant nous. C’est encore un grave défaut du
telegraphe, et il faut y remédier d’une maniere ou d’'une autre.



DICTIONNAIRE ABREVIATIF

ﬁhﬂFFRé

Par F.-Jd, SITTLER

ant jHdition.

PARIS
IMPRIMERIE LEFEBVRE

Passaze du Cairve, 87-89,

1878

CORRESPONDANCE SECRETE

La loi du 13 Juin 1866 accorde au public la faculté de corres-
pondre en chiffres par le lélégraphe.

L’extréme importance de ce mode de communication ne
peut échapper a personne. Il est aussi utile dans les relations
de famille et les transactions commereiales, que dans les rap-
ports diplomatiques,

Le Dictionnaire chiffré, de I.-J. SiTTLER, composé
dans le but de faciliter la rédaction et la traduction des dé-
péches scerétes, renferme & peu prés tous les mots et expres-
sions d'un usage fréquent.

Pour employer le langage secret, an moyen de ce Diction=-
naire, il suffit d'indiquer @ son correspondant la page et
la ligne o se trouve le mot ou lexpression qwon veul
lui transmettre

A cet effet, on adopte d'un commun accord, une pagina-
tion conventionnelle,en employant dans un ordre quelconque,
les numéros depuis 00 jusqu’a 99, et une combinaison e¢ya-
lement conventionnelle des deux chiffres de la page avee
ceux de la ligne.

ExgmMrLE : Supposons que la premiére page recoive le









JOURNAL OF THE SOCIETY OF ARI SECRET’ OR CYPHER WR[TIN G,

SECRET, OR CYPHER WRITING. for ingtance, you wish to

Sm,—Permit me, through the * Journal of the Society | Begin at the left hand, L] e
of Arts,” to make known a system of secret (or oypher) | the next slide move dot st t t h th ‘ ‘ J 1 f th S t r
wriningY I have lately invented and pa&entéd thg ap- | black K, and so on unti IR, erml me’ rou e Ourna O e OCle
gnn_ztus, :;lnd to enclose, for the acceptance IOf the | last slide, which is not 1 "

ociety, the apparatus devised for its practical appli- | any writing you may v Of A.rt t >
cation, which, I believe, will be found to answer all | communicate the sente S mal e UU y m y
the purposes intended. "It is formed, as you perceive, | Begin by spelling fro ’ O no n a S S e O Secre Or 0 er
of a series of fixed alphabets printed in black letters, | letter as the cypher;

emien o e witny writing I have lately invented and patented the ap-

, TN, E

consequently, t] - t d t
apponr a5 10 n O e t eptanc 0
vt o, Paravus,  a nclose, for the acceptance e
it is sent, by 1 S L4 - . P ™
Viz., telegraph a t th v
i s hir o ocievy, € apparatus aevise or 1ts pracucal appil-
ack end again
that, even S this short iclage, the letter A1s - = =& R = =
represented by B, @, and X. B also represents
H, A, and E. I, again, is represented by R, C,
and N, and thus leaves no clue to the deciphering,
which I feel certain is impossible unless the key-
word is known. The same sentence written in
the key of microscope against U would appear
thus:—d4, V, I, 8, Y, F, I, X, B, X, 4, B, V,
B, LT, @, ¥, R; in this three B’s are together,
representing N T E. You may thus vary your
cypher ad infinitum, and each variation equally
unable to be deciphered without the key, but
with it is as equally easy. It must be at once
apparent that the complexity may be much in-
creased by permutating (on well-known principles)
each of the moveable alphabets, and “in many
other ways; but, in its simplest form, which I
have described, I believe it will be found as com-
plete as need be Of course, the reading and
writing may be indifferently from the fixed to the
moveable, or the contrary, from left to right, or
the reverse; in fact, there is no limit to its
variations, and which may be agreed upon by the
parties corresponding. You can, with the little
apparatus now sent, use a key to the extent of
twenty letters ; thus, your key is physically impos-
sible ; spell two letters at a time, using both the
fixed and moveable alphabets. Sentences as keys
may be used in like manner, and to any extent.

I need hardly observe that this system is aj
plicable to any language. Its uses must &
obvious to all, and the further employment of
that useful help at the present day (the electric
telegraph) certain, for by its means messages of
the most private character may be sent, and not &
chance of discovery. This fact I have proved, as
by it I communicated with my friend Mr.
Coathupe, addressing him from London, and on
the same day, July the 20th, sent to the Zimes
a short note, which appeared on the 21st, in the
second Eagagraph, second eolumn ; it is this:—

SN NGN AN OO A RO YRS hA NN YNGR @ RO VO R DA S RQ YN Aty

NN S SO RR SO 2RO AT~ QTR CAWANK N NG A RR SO RN SN R QB DO A

NHKE<CHuROoOROZENRugHQEEC oW

NEHE 4RO YOARE R EQIETORE >
DR R SR B LN R e RS EE LR CR T

NHHE4OHRRONOZRN AN TQgHTQRE S

NHHE<OHuRONOZRE Ry~ HaHuar >
NN E NG SOOI RNA S~ N AN O BA NN I NG 2R VO RR RS NEANRTaRA

M S GNARRNOZR - AN EA N A WA N X Y SN » AN S ZE NN S RGN B AR

NRAES<CHuROTOZRrAu-ERgETOw>

NHHE<4CHNRONOZRC AN LR S EE QW
N Mg NG o NR VO RN N SR O DO RANS A Y NI A RO VO SN R T e NN DAk
N<HE<CHEROTOREE An - T DO
AR LR BE R EEEEREE O SRR LR S DR R R RS

NHH IO NROROZR AN~ HQEHT o

NEMI<aHuRoRoZBRrRu~naEEEQw>
B N CR R E SR R RO e R R TR R LR CE R

NHHF <O nRoRoZRt RN BYOws

NSO n N AN O SRR SN R A N DA NA NN Y N GN AN A RO R NN SN R AN O A

¢ By this communication I claim precedence in the

3 . * L

5 d f secret cor d the pr le of pe:

o _ %% A18COVery ol secret correspondaence on the principie o 2

:lmi ;h'e‘sg alt;r?ahng* th‘? 1another series of double |discovery of s ° 9’9 " pe

phabets in red letters* ; the latter moving in grooves. | mutation.”

By this arrangement you can, at pleasure, form any word |initials), as ke b v

or words in a line with any le‘tber on the fixed alphabets ; proved)to be ¢ mu a lon b e ? ls rea‘ g m -

systemmay k. ® ®, 8 W \ b ] n L B N T o~ L4 l TY 87 Ve B
* The red letters are here represented by the capitals in | liCity is not at first desirable. . B

jtalics, Of the four examples which Mr. Thwaites refers to, it | L0 all public bodies, who are in the habit of enquiring

bas been considered neceseary to illustrate only one. by telegraph, it is evident it must prove useful, for, at




Auguste Kerckhoffs (1835-1901)

Auguste Kerckhoffs
La cryptographie militaire, 1883 :

« Je tiens en terminant, a insister sur ce
point, que la valeur d’un systeme de
cryptographie destiné aux besoins de la
guerre est en raison inverse du secret
qu’exige son maniement ou Sa composition.
... [et] qu’un chiffre n’est bon qu’autant
qu’il reste indéchiffrable pour le maitre lui-
méme qui [’a inventé : Ars ipsi secreta
magistro » (un art caché au maitre lui-
meme).



Auguste Kerckhoffs 1883 :

« Il vient d’étre présenté a la Commission de
telegraphie militaire un nouveau systeme de
cryptographie qui me parait réaliser tous les
desiderata que j’ai exposé en commencgant :
indéchifrabilité complete, simplicité, non
necessite du secret ; des considérations de
haute convenance m’empéchent d’en dire
davantage pour le moment » (S1C)



« Le corps de [’'un des sous-officiers allemands fut repéché par les Russes
quelques heures plus tard et, serrés contre sa poitrine par des bras rendus
rigides par la mort, étaient le chiffre et le livre de code de [’armée
allemande » Winston Churchill (1874-1965), The World Crisis 1923







« La solution d'un telegramme est impossible si la machine
tombe dans des mains non autorisées puisqu'elle nécessite
le positionnement préalable d'une clé. »

Arthur Sherbius




- placements des trois tambours :
3!=6

- positions initiales des trois
tambours : 26° = 17 576

- Nombre total de combinaisons :
6 x 17 576 = 105 456

Enigma modele C



- relier 6 paires de fiches parmi 26 :

26!

——=1,004x 10"
(26—12)1x2°X 6!

- nombre total de combinaisons :
6 x 17756 x 1,004 x 10! =
1,059 x 106 = 253

Enigma mode¢le wehrmacht



Trois mathématiciens polonais contre I’Enigma

Marian Rejewski (1905-1980) Jerzy Rozycki (1909-1942) Henryk Zygalski (1906-1978)



FIALKA machine soviétique a 10 rotors




Sylvio Micali
(Née en 1958) (ne en 1954)

Shafi Goldwasser



Neal Koblitz Alfred Menezes
(né en 1948) (né en 1965)



A more refined view

Trapdoor permutations

PIR ﬂcryptomania ]
CCA- Secure PKE
OT <:> Secure MPC

Secret Key Publlc Key

Exchange & Encryption - 2rowds
—— Shared-key [,l Ll 1
Ignature One-way Encryption and Computational
Scheme functlons<::> Afitharliaatsn <:> Pseudorandomness
ﬁ ¥ 7K Proofs for all of NPc ﬁ
UOWHFs Efficient online <:> Coin <:>Commitment
memory checking flipping scheme |

Thanks to Danny Harnik and Moni Naor



