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.-Presen’ro’rion of ARCSI
and Its Representatives

Jean-Louis Desvignes
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Presentation of ARCSI

Created in 1928, the
“Association des Réservistes
du Chiffre et de la Sécurité de
I'Information” (A.R.C.S.1.) has
for mission to deepen and
disseminate the historical
knowledge of the field and to
ensure its perenniality

+«2 LETTRES
SORBONNE
UNIVERSITE




Ouvur Activities

1 350 members: 3 Americans, 4 Belgians,
2 Spanish, 1 Canadian, 2 Lux...

| High quality daily electronic exchanges
! An annual newsletter

| An annual colloquium

| Visits

| Videoconferences (one per month)

| Exhibitions (local and national)

| Adream : “A museum of the secret”
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Our Team

| Philippe Guillot: engineer,
historian, retired researcher at
Paris 8 University

| Agathe Couderc: PhD student at
Sorbonne University in France

| Jean-Louis Desvignes:
retired general of the French Army

| Jean-Jacques Quisquater:
world-renowned cryptologist
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Urom 14th to 15t
Century

Philippe Guillot




Francois Vieta (1540-1603)
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I Infallible Rule

Among three consecutive letters, there is always one or more
of the five vowels A, E, |, O or U

< O
¢
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IAnioine Rossignhol (1600-1682)
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Claude Chappe (1763-1805)
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Fdition dc Pi:ris

GAZETTE DES TRIBUNAUX

JOURNAL DE JURISPRUDENCE ET DES DEBATS JUDIGIAIRES

FEUILLE I’ANNONCES LEGALES

JUSTICE CIVILE.

COUR ROYALE DE PARIS (1 chambre

An agent from Paris transmitted to Tour, poste restante, effects such
as gloves, aso. The color of these objects indicated the rise or fall. On
the sight of these objects, the employee of the telegraph gave an
agreed signal. The employee of Tour gave the signal indicative of the
word Error which was repeated on all the time, and did not appear
consequently on the official dispatches. ™ LETTRES
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I Auguste Kerckhoffs (1835-1901)

It is necessary to distinguish
between a system of encrypted e, ORYPTOGRAPHIE MILITAIRE
writing imagined for a R i
momentary exchange of ‘
dispatches between a few
isolated persons and a method of
cryptography intended to
regulate for an unlimited time
the correspondance of the
various heads of the Army. ™ LETTRES
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The administration must absolutely renounce secret methods.

The value of a cryptographic system intended for the need of
war is in inverse proportion to the secrecy that its handling or
Its composition requires.

A cipher is good as long as it remains unbreakable by the
master himself who invented it : Ars ipsi secreta magistro.
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Posterity of Auguste Kerckhoffs

Felix Delastelle

1840-1902

Etienne Bazeries

1846-1931

Gaéetan de Viaris

1847-1901

Eugene Valerio

19th century
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.-From 1912 to the 1920s

Innovative Intelligence services:
the French Army & Navy’s
Cipher services in the Great War
Agathe Couderc
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I Innovative Intelligence services: the French Army &

Navy’s Cipher services in the Great War.

“Cipher services” = sections dealing with cryptography (code or
cipher-writing) & cryptanalysis (code-breaking)

Some names :

¢ Francois Cartier (Head of Cipher Section in the cabinet of the War Minister)

** Marcel Givierge (Head of Cipher Section in French GHQ)

** Georges-Jean Painvin (main code-breaker of the cabinet of the War Minister)
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I The French Army & Navy’s Cipher services in the Great War.

l. Of Birth & Missions throughout the Great War

Il. Snippets of the wartime cooperation between French &
Allied Cipher services

1. Icons & Memory of the French Cipher services
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The French Army & Navy’s Cipher services in the Great War.

|. Of Birth & Missions throughout the Great War

Creation of the Creation of the
War Ministry Cipher section Navy Cipher Auxiliaries
1914 1918
([ o
1912 1916

Beginning of the Great War End of the Great War

Creation of the GQG Cipher section
Creation of Cipher sections
in the French armies
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I The French Army & Navy’s Cipher services in the Great War.

|. Of Birth & Missions throughout the Great War

Growth of Cipher services in the French Army
(from sept 1914 to nov 1918)

Legend

Cipher section for the cabinet
Cipher section for the GQG
— Cipher sections in the Armies
— Overall Growth
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The French Army & Navy’s Cipher services in the Great War.

| 1. Snippets of the wartime cooperation between French &

Allied Cipher services

*** French & British cooperation
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Source: TNA (Kew), ADM 223/767, MO5(e) War Diary, p.34.

Excerpt from a letter by Henderson (BEF Cipher section) to MO5(e), written on Sept 18t 1914. ~ SORBONNE

| Transcription

« The French Mission attached to G.H.Q. have
informed me that the French G.H.Q. have
succeeded in solving and obtaining the keys of
intercepted cipher messages up to two days ago.
Apparently the method suspected (double process
of enciphering) has been employed.

| hope to get information of keys employed up to
date, identity of some code addresses and other
points of interest to morrow and will communicate
it to you. »
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The French Army & Navy’s Cipher services in the Great War.

Il. Snippets of the wartime cooperation between French &

Allied Cipher services

** French & American cooperation

Lo Db Liguld Obadrad,
A X 1o Comnissalre Odnérel
sux Affaires o Overre Franco-Asbricaines.

o Colonel Oburohill, Ohef du Military
Intalligence Branch, da War Departaent, n's reccsmandd
Sous particulidrement 1o Ospitaim 0,0, Yardloy, qui
est suvoyd en Franoes pour dtudier les différente

oodes ot ohiffres employle dene la transsiseion des
eddles,

Jo vous serais particulidrement cbligh
@ Dien voulolr feofliter la missicn &u Capitaine
Tardley, ot 1o sotire e relaticmaves 1o Colonel
Cartier, Ohargé do 1o Section Gu CRIfrre, Bu Cabdnet &u Male-
e 4o 1a Overra, ot aveo 10 Duresy du OXiffze em

Digartencnt doe Affalzes Btranghress

Source: Herbert Yardley, The American Black Chamber, French Letter of credentials dated August S LETTRES

6th 1918, to grant access to Yardley to French Cipher services.

Translation

« Colonel Churchill, head of the Military
Intelligence Branch of the War Department, has
recommended captain H.O. Yardley to me: he is
sent in France in order to study various codes and
ciphers employed in cable transmission.

| would be especially obliged if you would facilitate
the mission of Captain Yardley and put him in
touch with Colonel Cartier, Head of the Cipher
Section in the cabinet of the Minister of War, and
with the Cipher Bureau of the Department of the
Foreign Affairs as well. »
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The French Army & Navy’s Cipher services in the Great War.

1 11l. Icons & Memory of the French Cipher services

End of the Great War

Reorganization of the Cipher services

(during the 1920s) Second World War

1920s - 1930s 1950s - 1960s

1918 1939-1945

Various writings, usually unpublished
“Cours de cryptographie”, Givierge
“Souvenirs”, Cartier “Souvenirs”, Cartier (new)
“Historique du Chiffre, de I'Origine au 28 mai 1921”, Givierge 1968 - Meeting between Painvin

& Nebel (German Cipher service)
Creation of Former Codebreakers Associations (AORSC/ARCSI, AORIC) _
w2 LETTRES
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The French Army & Navy’s Cipher services in the Great War.

. lcons & Memory of the French Cipher services
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The French Army & Navy’s Cipher services in the Great War.

I1l. Icons & Memory of the French Cipher services

Georges-Jean Painvin

Quote from H.O. Yardley, The American
Black Chamber (1931) :

« When | explained my mission to Colonel Cartier, he
immediately called in Captain Georges Painvin, the great cipher
genius of France. For weeks | had looked forward to meeting
the brilliant Painvin, the most skilful cryptographer in all the
Allied Governments. [...] [When] he saw that | followed his
analysis of several difficult problems, he gradually thawed out.
Eventually we grew to be fast friends. | became an intimate
member of his household [...] Painvin gave me a desk in his
office and opened his files to me, and | made the most of the
opportunity to study under this master, whose instruction and
inspiration were to stand me in good stead, when later, from
1919 to 1929, | directed the energies of a group of
cryptographers »
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.-From C-36 10
CP8 Smart Card

Jean-Louis Desvignes




I Presentation Outline

| 1 - Dark period after the successes
of WW1

| 2 - New spring: MYOSOTIS

1 3 - Great success for tactical
forces: RITA

| 4 - Success for strategic
communications: RETINAT

15-Worldwide success: the
SMART CARD
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1918

| Victors delighted to be asked
to keep a low profile on the
precious help of cryptanalysis

1 But from discretion to
oblivion there was only one
step ...

UNIVERSITE

Q LETTRES
b SORBONNE




° R

Hagelin C-36 (French) = M-209 (US)
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HAGELIN B211

| B211 = B21 + a printer
1 500 units in 1939

| Strategic level
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... then

| The ENIGMASs were used
inside the armored divisions

| The B211 were fixed
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The betrayal of Hans Thilo Schmidt
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1956 Franco-British Expedition on the Suez Canal
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I A new spring: Myosotis (Forget me not)

1 First french electronic
machine (1965)

1 No rotor => Permutators
| NATO SECRET approved

| Used by the 3 services and
diplomacy
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2 events that boosted French army telecommunications

1967 General de Gaulle
makes France go out of the
NATO integrated organisation

The Army has to reinvent its
owh means of communication

1968 the general strike
affecting the government’s
telecommunications pushes it
to create a resilient military
telecommunications network.
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RITA By Thomson-CSF (now THALES)

| The first military tactical digital network
with integrated services: phone, telex,
fax and data

| Bulk encryption

| Mobile subscribers equiped with
enciphered radio set

I In fact, RITA = GSM network 20 years
ahead!

| Chosen by D. Reagan for US ARMY MSE
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A cell phone?? A bit heavy though!!

GUIDE OPERATEUR
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I RETINAT: the first X.25 Strategic Network

Réseau Network
de Transport For Transportation
des Informations of digital

B g .
Numeériques Informations
de I'’Armée For Land

de Terre Forces
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| Inventor of the datagram

I Louis Pouzin |

| He created and developed a
Network in the early 1970s,
based on pure datagrams,
and contributed to the
development of packet-
switched networks, the
precursors of the Internet.
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I RETINAT: Some Specifications

Standard: X.25

Security of the network:

» All the management traffic
encrypted by a specific crypto
card grafted on the
motherboard of the switches

¢ Very original and innovative at
the time!

Redundancy of the switches
and the links

Interoperable with the public
Network TRANSPAC

Security of subscribers:

¢ Capucine: the X.25 Packet-
switched network crypto

equipment
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Switch RETINAT SCHEME of the Network

it son déploiement
b mise en service de

tateurs de niveau 1 et

bau 2.
n 1080, 380
s (CTT, matériel,
DCSN, DCCAT)
iccordés au réseau ot
mmutateurs mis en
1 offre une excellente
de fonctionnement
onnés en les
bblant sur un méme

utilisant les tuyaux de celui-ci, des routeurs IP a
impatients, en fonction des crédits

d’ensemble ni de sécurité.
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Commutateur|
niveau 1 avec
gestion
Commutateur
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I CAPUCINE (TRC 796)

| Standard: X.25

| SECRET DEFENSE approved by
SCSS| and SECRET UEO after a
second evaluation by BSI
(Germany)

| Presented to an ACCSA WG
during discussions about Packet-
switched crypto equipment

-

M

I
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ECHINOPS: IP Encryptor: second evaluation by CESG

LAR

ECHINOPS :.SZouvte abs rescacas . TP (;Jédd%éfd
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I Michel Ugon

In March 1979, Michel Ugon
from Bull CP8 was the first to
design and develop a
microprocessor-based card
combining a processor and
local memory
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The smart card patent tree
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I A Global Commercial Success

1 Billions of smart cards around
the world in all areas

31V.LSOd
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1998 Signature of mutual recognition agreements

Dr. Stuart Katzke
National Institute of
Standards & Technolog
United States

i e : 5 - -
‘Jean-Louis Desvignes : Nick Plasier " Michael Jacobs
Central Information National Communications National Security
Systems Security Service ; Security Agency Agency
France j ‘Netherlands United States

1 Simon Gauthier : Dirk Henze Andrew Saunders Shukri Wakid
H Communications ; Information Security Communications-Electronics National Institute |

i Security Establishment 3 Agency Security Group Standards and Technolégy
I3 Canada United Kingdom United States %
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Smart cards for keing crypto equipments:
Symmetric system: DCS 500 Asymmetric system:
TEOREM
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I Conclusion

After the setbacks of the Second World War,
France experienced a real revival in terms of
security of its information systems. It approaches
the 21st century in good conditions, as Jean-
Jacques Quisquater will show you.

Thank you for your attention.
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.From Smart Cards to Today
1967-2022

Jean-Jacques Quisquater

I UCLouvain




Smart cardes:
Michel Ugon and ...
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... Louis Guillou

Acses du Se, w Collogue

Histoire de la carte a puce
du point de vue d'un cryptologue

Louis Guillou

Expert émérite
Dip ) de France Telocom
MAPS/ ., 4 e du Clas Courtel

BPaj \ ¢ S France

Résumé. 1y a oo tance entre ks s de la carte 4 puce et les premiers pas de la
crypeologie dans le domaine public. Aujousd’hui s cryplographie appropride, la care b
puce ne comviendrait ni pour bes bangues, ni pour & télévision & péage, ni pour le 18éphone
mwohile, ni pour ka santé, et airsi de suste | . Y riea pl--'-u'rr.r‘nln;_ st trivs foet

la carte confime des dés et des algorithmes ; ! son propre usape s elle nrsit son
f euar. Bien sr, la séourieé absolue n'esd as, mals & sécuried peut toujours s amsdioeer.
La sécurité des cartes repose sur des logicels spacifigues, & sebon b méthodologie des

wres comemuns et des profils de protection

Abstract
main. Toda) P U prograpky
for bnking, pay-TV, mahile phone, heaith, am

1 —
oo

Les débuts de la carte a puce

1.1 Les premlers brevets

Las ppemens de produits avan ) nt jamais be fruic des &

homme, surtout si ce dernier ne dispose pas de ka technologie nécessaire, Jules
Verne inventa-t-il la fusée pour aller dans la lune? Ne fallut-il pas attendre Von
Hraun et bien d'autres ? En fast, k buts de la carte & puce ressemblent & ceux de
I'aviatson : beaucoup révaient de voler sur de driles de machines sans v parvenir.

o
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Smart Cards in an IEEE book by Gus Simmons (Sandia Labs)

MONTEMPORARY

The Science of
Information

Integrity

CHAPTER 12

Contemporary Cryptology The:Smart Card

The Science of Information Integrity A Standardized Security Device
Dedicated to Public Cryptology

Louis CLaupe GuiLLou, MichsL UGoN,
AND JEAN-JACQUES QUISQUATER

1. Introduction

Edited by 2. Comprehensive Approach
. 3. Standardization
Gustavus J. Simmons 4. Technology
Sandia National Laboratories 5. Security
6. Evolution of Card Authentication
7. Conclusions

The Institute of Electrical and Electronics Engisfeers, Inc., New York
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GQ-GQ2-aso
used by Novell

Guillou-Quisquater (GQ)
Identification Protocol (1988)

ZKP-IFP \
*FFES Protocol

-

*GQ Protocol
ZKP-DLP

*Schnorr Protocol

ZKP—-Graph Prob.

*Graph Isomorphism

*Graph Coloring

*Hamiltonian Cycles

26™ May 2003

System Parameters
— Private: p, q, s=v'! mod ¢(n)
— n=pq, Vv >2
User Parameters
— The secret of A with J,=f(I,)1s J,* mod n
Protocol Messages (Repeat ¢ times)
— A sends to B(Commit): I,, x=r' mod n for a random r
— B sends to A(Challenge): a random e with 1=<e=<v
— A sends to B(Response): y=r s,¢ mod n
Verify
— B computes z=J ,°y* mod n
— Accept A’s proof of identity if z=x and z # 0

Comparative Study on Zero-
Knowledge Identification Protocols

Zero Knowledge | Intuitive Example
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EUROCRYPT 1984: Paris

v

Lecture Notes in
Computer Science

Ecited by G. Goos and ). Harvrans

209

Advances in Cryptology

Piscessngs o EUROCRYFT o4
A 'Waodknnieo on the Theory and Apoasabion

! Cryotograph o Teckagues
P a, Trancs, Apey 1904

Fdtedhy T Beth N, Cot o | g mierien

»

()

"l.)‘

SpringerVerlag

Berkin Heidelberg New York Tokyo

CONTENTS

SECTION I: GENERAL THEORY, CLASSICAL METHODS

Cryptology and Complexity i ¥plololivs Ut NGNS RRII 1 SR
G. RUGGTU

On Cryptosystems based on Polynomials and Finite Fields.......
R. LIDL

Algebraical Structures of Cryptographic Transtormations
J.P. PIEPRIYK

Non-Linear, Non-Comutative Functions for Data Integrity
S. HARART

Wire-Tap Channcl LI
L.H. OZARCW, A.D. WYNER

Equivocations for Homephonic Ciphers....o..oooiiiiiiiiinnns
A. SGARRC

Propagation Characteristics of the DES.....oooiiiiniiiiiaan,
M. DAVIO, v. DESMEDT, J.J. QUISQUATER

Linear Ciphers and Random Sequence Generators with Multiple
Clocksusiarmsmrsasminsnnsnsarmnsersans
J.L. MASSEY, R.A. RUEPPEL

The Stop-and-go Generator
BETH, F.C. PIPER

Pseudo Random Properties of Cascade Conncctions of Clock
Controlled Shift Registers............
D. GOLLMAN

On the Linear Complexity of Cascaded Sequences................
R~ l,‘"“‘!!

SECTION I1: PUBLIC-KEY SYSTEMS

RSA-Bits arc 0.5 + E£Secure
C.P, SCHNORR, . ALEXI

On the Number of Closc-and-equal Pairs of Bits in a String....
0. GOLDRETCH

vi
Fast Cryptanalysis of the Matsumoto-Imai Public Key Scheme
Y. DESMEDT, P. DELSARTE, A. ODLYZKC, P. PIRET

A New Tlapdool Knapsack Public-Key Cryptosystem
.F. GOCDMAN, A.J.MC AULEY

RSA Chips (Past/Present/FUture)......oeevviineinicrinnennnennnns
R. RIVEST

SECTION IT11: NUMBER THEORETICAL PAPERS

[he Quadratic Sieve Factoring Algorithm
C. POMERANCE

Status Report on Factoring (At the Sandia National Labs)
J.A. DAVIS, D.B. HOLDRIDGE, G.J. SIVHCNS

Strong Primes arc Easy to Iind
J.A. GORDON

Discrete Logarithms in Finite Fields and their Cryptographic

Significance
A M. ODLYZKO

SECTION 1V: CHANNELS, NETWORKS, KEY DISTRIBUTION, PROTOCOLS

User Functions for the Generation and Distribution of
Encipherment Keys
R.W. JONES

An Optimal Class of Symmetric Key Generation Systems
R, BLOM

On the Use of the Binary Multiplying Chamnel in a Private
Communication System
B.J.M. SMEETS

Secrecy and Privacy in @ Local Area Network Enviromment
G.B. AGNEW

The Subliminal Channel and Digital Signatures................ooes

5. 0. STMMONS

A Provably Secure Ohlivious Transfer Protocol
R. BERGER, R. PERALTA, T. TEDRICK

On Concurrent Identification Protocols.......ceieiiveiiiiiinenes

0. GOLDREICH

LETTRES
SORBONNE
UNIVERSITE




Vil

EUROCRYPT 84,

°
Paris: _—— . .
Time-division Multiplexing Scramblers: Selecting Permutations

S m q rt Cq rds § EEVER and Testing the SystemS............. 399

Security of Transportable Computerized Files..........cvvvvnnnn. 416
A. BOUCKAERT

SECTION V : APPLICATIONS

Encryption and Key Management for the ECS Satellite Service..... 420
S.C. SERPELL, C.B. BROOKSON

An Encryption and Authentification Procedure for Tele-surveillance
SYSTeMSi isenmenivssnsmomnimsnrmms s 437
W. WOLFOWICZ, 0. BRUGIA, S. TMPROTA

A Method of Software Protection Based on the Use of Smart Cards
and Cryptographic Techniques........ 446
I. SCHAUMUELLER, E. PILLER

SECTION VI: SMART CARDS

Intreductany RemarRs o e e s R L e e e 457
A. TURBAT
Smart Card Applications in Security and Data Protection.......... 459
J. GOUTAY
Bull CP8 Smart Card Uses in Cryptology...cocveeceaecconcrnoncaans 464
Y. GIRARDOT
Estimation of Some Encryption Functions Implemented into
SNATT Camds v o e s o ssis s is sva s oo s iiove oie 470
H. GROSCOT
Smart Cards and Conditional ACCESS.....eessuieennneresrereenennns 480 «2 LETTRES
L. GUILLOU SORBONNE

UNIVERSITE

AUTHOR, THDEK . « 50 % 0k 65 565 008 o 5 68 9505558 165 00 103 06 130 10 0 O B0 698 08 000 70 39 € 0 g i 491




dblp: RUROCRYPT 1995: Suinl-Malu, Franee

Authentication Codes

[
- %5 Kaoru Kurosawa, Satoshi Obana
PY Combinatorial Bounds for Authentication Codes with Arbitration. 289-300

New Hash Functions For Message Authentication. 301-310

dblp: EUROCRYPT 1995: Suinl-Malu, Frumce Jirgen Bierbraver:
A2 Codes from Universal Hash Classes. 311-318
An Implementation of the General Number Field Sieve to C

Logarithms mod p. 95-105

EUROCRYPT '95 181 L R ;cl;rL Montgomery:
of

New Schemas

David Pointcheval
A New Identification Scheme Based on the Perceptrons Problem. 319-328

Protocol Aspects

Keniji Ki

dblp: RUROCRYPT 1995: Suiml-Mulu, France

i i 5 n . i Fast RSA-type Schemes Based on Singular Cubic Curves y2+axy=mmod n).
Louis C. Guillou We are hiring! We are looking for additional members ta join the dblp team (more inf Birgit Pfitzmann, Matthias Schunter, Michael Waidner asaain

H to Break Another P bly S P t System.
Je _Jac ues QUIS uater ( ) 8, SCHLOSS DAGSTUHL home | browse | searc| w0 Sresk Anoliier Froysbly Seutins Sayment Sysiam
an q q Eds. asonicoof Leion i : = Claude Crépeau, Louis Salvail

Complexity Aspects
Quantum Oblivious Mutual Identification. 133-146

Yvo Desmedt %5 Kouichi Sakurai, Hiroki Shizuya
Securing Traceability of Ciphertexts - Towards a Secure S Relationships Among the Computational Powers of Breaking Discrete Log
Escrow System (Extended Abstract). 147-157 Cryptosystems. 341-355

~ @ stop the war! T 8 ® < Christian Gehrmann , Mats Naslund

Secure Multiround Authentication Protocols. 158-167 Universal Hash Functions & Hard Core Bits. 356-366

Advances 1in Cryptology - EUROCRYPT 1995: Saint-Malo, France 4 & N e e

Recycling Random Bits in Composed Perfect Zero-Knowledge. 367-381
> Home > Conferences and Workshops > EUROCRYPT

b
EUROCRYPT . o Rosarjo:Gennare, Slivio Micall Implementation Aspects
Verifiable Secret Sharing as Secure Computation. 168-182

ouis C. Guillou, Jean-Jacques Quisquater 8, ® o wen-Ai Jackson, Keith M. Martin, Christine M. O'Keefe
Advances in Cryptology - EUROCRYPT '95, International Cor Efficient Secret Sharing Without a Mutually Trusted Autho
. Theory and Application of Cryptographic Techniques, Saint-l Abstract). 183-193
International Conference on the May 21-25, 1995, Proceeding. Lecture Notes in Computer S B & ® < Kazue Sako, Joe Kilan
1995, ISBN 3-540-59409-4 © Philippe Béguin, Antonella Cresti Receipt-Free Mix-Type Voting Scheme - A Practical Solution to the

Theory and Application of Cryptographic Techniques General Short Computational Secret Sharing Schemes. 19 Implementation of a Voting Booth. 393-403
Saint—Malo, France, May 21-25, 1995 Cryptanalysis  A— , @ ¢ David Naccache, David M'Raihi, William Wolfowicz, Adina di Porto

Are Crypto-Accelerators Really Inevitable? 20Bit Zero-Knowledge in Less

Proceedings 8, @ of Claus-Peter Schnorr, Horst Helmut Harner than a Second on Simple 8-bit Microcontrollers. 404-409
Attacking the Chor-Rivest Cryptosystem by Improved Lattice 2 < Markus St: J -Marc Piveteau, Jan Camenisch

Fair Blind Signatures. 209-219
Luke O'Connor ump Session
Convergence in Differential Distributions. 13-23 Markus Jakobsson:

Ripping Coins For a X % Stefano D'Amiano, Giovanni Di Crescenzo:
Anonymous NIZK Proofs of Knowledge with Preprocessing. 413-416

Chih-Hung zonelih Hwang, Jiun-Jang Tsai
On the Matsumoto and Imai's Human Identification Scheme. 382-392

rlo Harpes, Gerhard G. Kramer, James L. Massey

Lecture Notes in Computer Science 921 ' A Generalization of Linear Cryptanalysis and the Applicabilit S Stefan Brands

Piling-Up Lemma. 24-38 Restrictive Blinding

i Shift Regist: d Boolean Functi
Signatures B it e i @\szluuwleu on 202 S CEST by the dblp team

o en P. Peders: E < Jova Solic: y o ”
o Lidong Chen, Torben P. Pedersen: . Jovan Dj. Goli Intps://6blp org/dbicanfienroerypt/euroeryptd s htil[10-05-22 19:15:35]
On the Efficiency of Group Signatures Providing Information Towards Fast Correlation Attacks on Irregularly Clocked Sunt negisiers. 2o~

Anonymity. 39-49 262

Matt! K. Franklin, Michael K. Reiter El & " % Andrew Klapper, Mark Goresky
Verifiable Signature Sharing. 50-63 Large Periods Nearly de Bruijn FCSR Sequences. 263-273

Chae Hoon Lim, Pil Joong Lee B & ® < Xian-Mo Zhang, Yuliang Zheng ®:
Server (Prover/Signer)-Aided Verification of Identity Proofs a On Nonlinear Resilient Functions (Extended Abstract). 274-288
8478

Number Theory nttps:i/dbip.org/db/canfenrecrypt/enroorypt? s htmi 10-05-22 19:15:35]

Reynald Lercier, Frangois Morain
Counting the Number of Points on Elliptic Curves over Finite Fields
Strategies and Performance. 79-94

ian Weber

Ittps:/dbip.org/dhleangenrcerypewocryptd s htmd [10-05-22 19:15:35]

Springer

LETTRES
SORBONNE
UNIVERSITE




EUROCRYPT 2017: Paris
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I Teaching first, next research, then applications ...

CRYPTIS, Limoges, from 1986 (Jean-Louis Nicolas):

¢ Mainly number theory at the beginning,

DEA ENS-X (filiere Codage, Complexité et Cryptographie), Paris,
from 1991: the main source of scientists about cryptography,
courses organized by Jacques Stern, main teacher: JJQ.

2 LETTRES
SORBONNE
UNIVERSITE




Anciens du DEA, fili¢re "Complexité, Codage et
Cryptographie"

promotion 89-90

Laboratoire de Virologig
et de Cryptologid

Pierre
|oidreau

loidreau@ensta.fr 33 (0) 1 45 52 5225

ENSTA, 32 Boulevard
Victor, 75739 Paris Cede:
15

promotion 89-90

Antoine
Joux

Antoine_Jouxi@prism.uvsq.fr

DGASPOTI & Univ.
Versailley

promotion 90-91

[Fabrice
[Noilhan

Fabrice.Noilhani@e:

Ingénieur des Mines

[fulien Stern

=33 (0) 14408 73 00

Cryptolog, 16-18, rud
Vulpian, 75013 Paris

[Frédéric
Cherbonnier

-33(0)492076275

Laboratoire J. A
Dieudonné, Université def
Nice Sophia-Antipolis.
Pare Valrose, 06108 Nic|

IE:

malesup.org

Jean-Marc
ICouveignes

couveig@univ-tlse fr

GRIMM, UFR SES
Université de Toulouse L
Mirail, 5 Allées Antoni
Machado, 31058 Toulouse|

[Thomé

INRIA Lorraine, projef
SPACES, 615, rue d
Jardin Botanique. B.D)
101, F-54600 Villers-les
Nancy|

promotion 97-98

‘rangoise

-33(0)145525482

ENSTA, 32 Boulevard
Victor, 75739 Paris Cede:

15

Mehdi-
| aurent

Akkar

ml.akkar

Axalto, Crypto Lab

(Olivier
Baudron

Vaudenay

Serge. Vaudenay(@epll.ch 41-21-693-7696

EPFL - DSC - LASEC.
1015 Lausanne, Suisse|

(Chiriac

promotion 91-92

Ludovic
Caudal

Ludovic. Caudal@bnpgroup.com

[Louis
iranboulan

Louis.Granboulani@ens. fr -33(0)144323677

LNS, DILIENS, 45 rug]
d'Ulm, 75230 Paris

promotion 92-93

Philippe
(Béguin

HNean-
[Sébastien
[Coron

coroni@gemplus.com=33 (0) 1 46 48 20 13

Gemplus, 34 rud
Guynemer, 92447 Issy4
Tes-Moulineau:

Mireille
Fouquet

IMJ, Chevaleret

L fare
Nicaud

promotion 98-99

Ilorent
IChabaud

florent chabaud@

DCSSI, 51 boulevard dd
la Tour Maubourg 75701
Paris 07 SH

[Emmanuel
B on

h org

CELAR, 35998 Rennes
Armées

(Christophe
[Debaert

debaert@celar. (v

CELAR, 35998 Rennes
Armées

“abrice
Clere

Fabrice:.Clorot@icnei it

CNET Cacen, 42, rue des
Coutures, 14066 Caen

Picrre-Alain

Picrre-Alain. I’ diens. fr

Fouque

NS, DILIENS, 45 rug
d'Ulm, 75230 Parig

can-
Bernard
Fischer

JB.Iischeri@@oberthurcs.com =33 (0) 14969 2588

Oberthur CS, 3-5 avenug
de Gallieni, 94250
Gentilly

(Grégory
Olocco

Gregory.Oloccoi@airliquide.com

Air Liquidg

Suillaume
[Hanrot

Guillaume. Hanrot@loria fr 33(0)3 83593021

INRIA Lorraine.
“lechnopole de Nancy-
Brabois, 615, rue dy
Jardin Botanique, B.P)
101, F-54600 Villers-les
Naney

[Fréderic
Valette

DCSSL, 51 boulevard def
1a Tour Maubourg 7570
Paris 07 SH

promotion 99-00

Reynald
Iercier

lercier@club-internet.fr

CELAR|
CASSI/CRY/EC, 3399
Rennes Arméey

(Oualid
Ammar

oualid.ammar@polylechnigue.org

TrustyCom]

Pascal
lAudoux

paudouxicichez.com

YALD!

Nicolag
(Gurel

surcl@lix.polytechnique.fr-33 (0) 1 69 33 34 79LIX, Licole Polytechnique)

91128 Palaiseau

[David
Pointcheval

David.Pointcheval‘@ens.fr -33(0) 144322048

ENS. DI'LIENS, 45 ruef

Alexandre

d'Ulm, 75230 Pariy

Hersans

ahersans@instranet.com

InStranet?

promotion 89-9(

David
(Schuldenfrei

Marc/Alban
Sirven

CELAR, 35998 Rennes
Armées

promotion 93-94

\Grégoire
\Bommier

\Dubrutle

promotion 94-95

Alain
[Durand

alain.durand@thomson.net 33 (0) 299273575

Security Laboratory
Corporate Researcly
Rennes, Rescarch &
Innovation, Thomson, 1
avenue de Belle Fontaine.
BP 19, 35511 Cesson
Sevigne Cede)

[Caroline
[Fontaine

Caroline.Fontaine. irisa.fr —33(0)299847425

CNRS-IRISA, Campus dej
Beaulieu, 35042 Renney

cedes

Picrrick
(Gaudry

gaudry(@lix.polytechnique.fr -33(0)383592062

INRIA Lorraine, projef
SPACES, 613, rue du
Jardin Botanique, B.P)
101, I'-54600 Villers-lesq
Nancy|

Jean-Mare
Lanlignel

Alain

Plagne

33(0)169334970

promotion 95-96

[lelena
[Handschuh

helena.handschuhi@spansion.com—33 (0) 1 47 48 22 29

Spansion, 7 Avenug|
Georges Pompidou, 9259
Levallois-Perre!

Stéphanic
[Lion

stephanic. lionic@ensta.org +33 (0)2 43 57 45 36

GIE SESAM VITALE,
Boulevard Alexandre]
Ovon, 72019 Le Mang
Cedex 2

Phong
INguyen

Phong Nguyenidiens.fr—33 (0) 1 4432 36 77

ENS, DILIENS, 45 rug
d'Ulm, 75230 Paris

(Thomas
Pornin

=33 (0) 1 44 08 73 00

Cryptolog, 16-18, rud
Vulpian, 75013 Paris

Guill
[Poupard

Guillaume.Poupard:@m4x.org

[Arnaud
Sahuguet

Amaud. Sahuguet@gmail com

Bell Labs

promotion 96-97

courtois@minrank.org

Axalto, Cryplo Lalj

iGesat terre.defense. gouv.fr 133 (0)2 99 84 36 (09

C i 2

Fcole Supérieure e
d'Application des
“Iransmissions

LETTRES
SORBONNE
UNIVERSITE




I IACR: International Association for Cryptologic Research

President: Michel Abdalla (CNRS-ENS)
2020-2022

Fellows:

¢ Jacques Stern
** Antoine Joux

** Louis Guillou

** David Naccache
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IACR: International Association for Cryptologic Research

President: Michel Abdalla (CNRS-ENS
2020-2022 @

€
F e I | OWS . For a paper on 'Password-Based Authenticated Key
. Exchange in the Three-Party Setting
. Password-based authenticated key exchange are protocols which are
designed to be secure even when the secret key or password shared
”’ J a C q u e S St e r n between two users is drawn from a small set of values.

** Antoine Joux

** Louis Guillou

** David Naccache
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Jacques Stern (master of secrets)

LA CRYPTOLOGIE
AU CEUR DU NUMERIQUE

JACQUES STERN

LA SCIENCE
DU SECRET
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Antoine Joux (Godel prize)

| Antoine Joux won the

prestigious Godel Prize in
2013 for the introduction
and use of the concept of
coupling in cryptography

ALGORITHMIC
CRYPTANALYSIS

Antoine Joux
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David Naccache

David Naccache is a French cryptologist,
professor and researcher at the Ecole
Normale Supérieure where he heads the
Information Security team.
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ANSSI Guillaume Poupard

e i) 27 Tlom

Since 2014, Guillaume Poupard is
the director general of the National

Agency for Information Systems
Security (ANSSI)

https://www.ssi.gouv.fr/en/
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Post quantum Research

HOWS YOUR

QUANTUM COMPUTER

PROTOTYPE COMING

ALONG?

GREAT!

THE PROJECT EXISTS
IN A STIMULTANEOUS
STATE OF BEING BOTH
TOTALLY SUCCESSFUL
AND NOT EVEN
STARTED.

Dilbert.com DilbertCartoonist@gmail.com

Normal Shakespeare:
TO BE OR NOT TO BE

Quantum Shakespeare:

10 8= AND NOT 70 8=
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CAN I

THATS

OBSERVE A TRICKY

IT?

QUESTION.
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E= An official website of the United States government Here's how you know v

NIST

Information Technology Laboratory

COMPUTER SECURITY RESOURCE CENTER

v

PROJECTS POST-QUANTUM CRYPTOGRAPHY

Post-Quantum Cryptography rqc

f v

Round 3 Submissions

Official comments on the Third Round Candidate Algorithms should be submitted using the "Submit Comment" link for the

appropriate algorithm. Comments from the pgc-forum Google group subscribers will also be forwarded to the pqc-forum Google
group list. We will periodically post and update the comments received to the appropriate algorithm.

All relevant comments will be posted in their entirety and should not include Pl information in the body of the email message.

Please refrain from using OFFICIAL COMMENT to ask administrative questions, which should be sent to pgc-comments@nist.gov

Guidelines for Submitting Tweaks for Third Round Finalists and Candidates (pdf)

By selecting the "Website" links, you will be leaving NIST.gov. We have provided links to submitter web sites because they may have
information that would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from
this page. There may be other web sites that are more appropriate for your purpose. NIST does not necessarily endorse the views
expressed, or concur with the facts presented on these sites. Further, NIST does not endorse any commercial products that may be

mentioned on these sites.

Search CSRC Q = CSRC MENU

CSrC

S5 PROJECT LINKS

Overview

FAQs

News & Updates
Events
Publications

Presentations

ADDITIONAL PAGES

Post-Quantum Cryptography Standardization
Call for Proposals

Example Files

v
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I Postquantum cryptography (PQC)

Contributions (2017-2020) to the call by NIST (2016),

July 22,2020 Third Round Candidates announced (7 Finalists
and 8 Alternates),

October 1, 2020 Deadline for updated submission packages for
the Third Round,

2022/2024 Draft Standards Available ...

See also https://www.ssi.gouv.fr/en/publication/anssi-views-
on-the-post-quantum-cryptography-transition/
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NIST: PQC
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I Conclusion (for the future)

France is again at the center of cryptography (research, design,
applications, production, ...),

It was first by a high level teaching of very good people,

Then putting these people everywhere (Grandes Ecoles,
Universities, research labs, companies, administrations,
services, ...),

A very good result obtained in about 20 years of efforts.
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We will gladly answer
any of your questions




