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▌ Created	in	1928,	the	
“Associa5on	des	Réservistes	
du	Chiffre	et	de	la	Sécurité	de	
l'Informa5on”	(A.R.C.S.I.)	has	
for	mission	to	deepen	and	
disseminate	the	historical	
knowledge	of	the	field	and	to	
ensure	its	perenniality	

Presentation of ARCSI  



▌ 350	members:	3	Americans,	4	Belgians,			
2	Spanish,	1	Canadian,	2	Lux…	

▌ High	quality	daily	electronic	exchanges	

▌ An	annual	newsleWer	
▌ An	annual	colloquium	

▌ Visits	

▌ Videoconferences	(one	per	month)	

▌ Exhibi5ons	(local	and	na5onal)	

▌ A	dream	:	“A	museum	of	the	secret”	

Our Activities 



▌ Philippe	Guillot:	engineer,	
historian,	re5red	researcher	at	
Paris	8	University	
▌ Agathe	Couderc:	PhD	student	at	
Sorbonne	University	in	France	
▌ Jean-Louis	Desvignes:										
re5red	general	of	the	French	Army	
▌ Jean-Jacques	Quisquater:					
world-renowned	cryptologist	

Our Team 



From 16th to 19th 
Century 
Philippe Guillot 
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François Vieta (1540-1603) 



▌ Among	three	consecu5ve	leWers,	there	is		always	one	or	more	
of	the	five	vowels	A,	E,	I,	O	or	U	

Infallible Rule 

I	
O	



Antoine  Rossignol  (1600-1682) 



Claude Chappe (1763-1805) 



An	agent	from	Paris	transmiWed	to	Tour,	poste	restante,	effects	such	
as	gloves,	aso.	The	color	of	these	objects	indicated	the	rise	or	fall.	On	
the	sight	of	these	objects,	the	employee	of	the	telegraph	gave	an	
agreed	signal.	The	employee	of	Tour	gave	the	signal	indica5ve	of	the	
word	Error	which	was	repeated	on	all	the	5me,	and	did	not	appear	
consequently	on	the	official	dispatches.		



It	is	necessary	to	dis5nguish	
between	a	system	of	encrypted	
wri5ng	imagined	for	a	
momentary	exchange	of	
dispatches	between	a	few	
isolated	persons	and	a	method	of	
cryptography	intended	to	
regulate	for	an	unlimited	5me	
the	correspondance	of	the	
various	heads	of	the	Army.	

Auguste Kerckhoffs (1835-1901) 



The	administra5on	must	absolutely	renounce	secret	methods.	
	
The	value	of	a	cryptographic	system	intended	for	the	need	of	
war	is	in	inverse	propor5on	to	the	secrecy	that	its	handling	or	
its	composi5on	requires.	
	
A	cipher	is	good	as	long	as	it	remains	unbreakable	by	the	
master	himself	who	invented	it	:	Ars	ipsi	secreta	magistro.	



Posterity of Auguste Kerckhoffs 

	

	

	

	



From 1912 to the 1920s 
Innovative Intelligence services: 

the French Army & Navy’s 
Cipher services in the Great War 

Agathe Couderc 
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▌ “Cipher	services”	=	sec5ons	dealing	with	cryptography	(code	or	
cipher-wri5ng)	&	cryptanalysis	(code-breaking)	

▌ Some	names	:		
v  François	Car5er	(Head	of	Cipher	Sec5on	in	the	cabinet	of	the	War	Minister)	
v Marcel	Givierge	(Head	of	Cipher	Sec5on	in	French	GHQ)	
v Georges-Jean	Painvin	(main	code-breaker	of	the	cabinet	of	the	War	Minister)	

Innovative Intelligence services: the French Army & 
Navy’s Cipher services in the Great War. 



	
▌ I.	Of	Birth	&	Missions	throughout	the	Great	War	
▌ II.	 Snippets	 of	 the	 war5me	 coopera5on	 between	 French	 &	
Allied	Cipher	services	
▌ III.	Icons	&	Memory	of	the	French	Cipher	services	

The French Army & Navy’s Cipher services in the Great War. 



The French Army & Navy’s Cipher services in the Great War. 

▌ I.	Of	Birth	&	Missions	throughout	the	Great	War	

1912 

1914 

1916 

1918 

Crea>on	of	the		
War	Ministry	Cipher	sec>on	

Crea>on	of	the		
Navy	Cipher	Auxiliaries	

Beginning	of	the	Great	War	
	

Crea>on	of	the	GQG	Cipher	sec>on	
Crea>on	of	Cipher	sec>ons		

in	the	French	armies	

End	of	the	Great	War	
	

«	Victory	»	telegram	(June	1918)	



The French Army & Navy’s Cipher services in the Great War. 

▌ I.	Of	Birth	&	Missions	throughout	the	Great	War	
Growth	of	Cipher	services	in	the	French	Army		

(from	sept	1914	to	nov	1918)	

Legend	
	

—	Cipher	sec5on	for	the	cabinet	
—	Cipher	sec5on	for	the	GQG	
—	Cipher	sec5ons	in	the	Armies	
—	Overall	Growth	



The French Army & Navy’s Cipher services in the Great War. 

▌ II.	Snippets	of	the	war5me	coopera5on	between	French	&	
Allied	Cipher	services	
v French	&	Bri5sh	coopera5on	

▌ Transcrip5on	
«	 The	 French	 Mission	 aRached	 to	 G.H.Q.	 have	
informed	 me	 that	 the	 French	 G.H.Q.	 have	
succeeded	 in	 solving	 and	 obtaining	 the	 keys	 of	
intercepted	cipher	messages	up	 to	 two	days	ago.	
Apparently	 the	method	suspected	 (double	process	
of	enciphering)	has	been	employed.		

I	hope	to	get	informa>on	of	keys	employed	up	to	
date,	 iden5ty	 of	 some	 code	 addresses	 and	 other	
points	of	interest	to	morrow	and	will	communicate	
it	to	you.	»	

Source:	TNA	(Kew),	ADM	223/767,	MO5(e)	War	Diary,	p.34.	
Excerpt	from	a	leWer	by	Henderson	(BEF	Cipher	sec5on)	to	MO5(e),	wriWen	on	Sept	18th	1914.		



The French Army & Navy’s Cipher services in the Great War. 

▌ II.	Snippets	of	the	war5me	coopera5on	between	French	&	
Allied	Cipher	services	
v French	&	American	coopera5on	 ▌ Transla5on	

«	 Colonel	 Churchill,	 head	 of	 the	 Military	
Intelligence	 Branch	 of	 the	 War	 Department,	 has	
recommended	 captain	 H.O.	 Yardley	 to	 me:	 he	 is	
sent	in	France	in	order	to	study	various	codes	and	
ciphers	employed	in	cable	transmission.	

I	would	be	especially	obliged	if	you	would	facilitate	
the	 mission	 of	 Captain	 Yardley	 and	 put	 him	 in	
touch	 with	 Colonel	 Car>er,	 Head	 of	 the	 Cipher	
Sec5on	 in	 the	cabinet	of	 the	Minister	of	War,	and	
with	 the	 Cipher	 Bureau	 of	 the	 Department	 of	 the	
Foreign	Affairs	as	well.	»	

Source:	Herbert	Yardley,	The	American	Black	Chamber,	French	LeWer	of	creden5als	dated	August	
6th	1918,	to	grant	access	to	Yardley	to	French	Cipher	services.	



The French Army & Navy’s Cipher services in the Great War. 

▌ III.	Icons	&	Memory	of	the	French	Cipher	services	

1918 

1920s – 1930s 

1939-1945 

1950s - 1960s 

End	of	the	Great	War	
	

Reorganiza>on	of	the	Cipher	services		
(during	the	1920s)	 Second	World	War	

Various	wri>ngs,	usually	unpublished	
“Cours	de	cryptographie”,	Givierge	

“Souvenirs”,	Car5er	
“Historique	du	Chiffre,	de	l’Origine	au	28	mai	1921”,	Givierge	

	
Crea>on	of	Former	Codebreakers	Associa>ons	(AORSC/ARCSI,	AORIC)	

Other	memoirs	
	

“Souvenirs”,	Car5er	(new)	
1968	-	Mee5ng	between	Painvin		
&	Nebel	(German	Cipher	service)	



The French Army & Navy’s Cipher services in the Great War. 

▌ III.	Icons	&	Memory	of	the	French	Cipher	services	

François	Car>er												Marcel	Givierge	

Souvenirs	by	General	Car5er,	published	in	Bulle;n	
de	l’ARC,	May	&	December	1958	
 

Cours	de	cryptographie,	by	Colonel	Givierge	(1925)	
Translated	as	Course	in	cryptography	(1934)	



The French Army & Navy’s Cipher services in the Great War. 

▌ III.	Icons	&	Memory	of	the	French	Cipher	services	
▌ Quote	from	H.O.	Yardley,	The	American	
Black	Chamber	(1931)	:		

«	 When	 I	 explained	 my	 mission	 to	 Colonel	 Car5er,	 he	
immediately	called	in	Captain	Georges	Painvin,	the	great	cipher	
genius	 of	 France.	 For	weeks	 I	 had	 looked	 forward	 to	mee5ng	
the	 brilliant	 Painvin,	 the	 most	 skilful	 cryptographer	 in	 all	 the	
Allied	 Governments.	 […]	 [When]	 he	 saw	 that	 I	 followed	 his	
analysis	of	 several	difficult	problems,	he	gradually	 thawed	out.	
Eventually	 we	 grew	 to	 be	 fast	 friends.	 I	 became	 an	 in5mate	
member	 of	 his	 household	 […]	 Painvin	 gave	 me	 a	 desk	 in	 his	
office	and	opened	his	files	 to	me,	 and	 I	made	 the	most	of	 the	
opportunity	to	study	under	this	master,	whose	instruc>on	and	
inspira>on	were	 to	 stand	me	 in	good	stead,	when	 later,	 from	
1919	 to	 1929,	 I	 directed	 the	 energies	 of	 a	 group	 of	
cryptographers	»	

Georges-Jean	Painvin	



From C-36 to 
CP8 Smart Card  

Jean-Louis Desvignes 
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▌ 1	-	Dark	period	aver	the	successes	
of	WW1	
▌ 2	-	New	spring:	MYOSOTIS	
▌ 3	-	Great	success	for	tac5cal	
forces:	RITA	
▌ 4	-	Success	for	strategic	
communica5ons:	RETINAT	
▌ 5	-	Worldwide	success:	the	
SMART	CARD	

Presentation Outline 



▌ Victors	delighted	to	be	asked	
to	keep	a	low	profile	on	the	
precious	help	of	cryptanalysis	
…	
▌ But	from	discre5on	to	
oblivion	there	was	only	one	
step	…	

1918 



Hagelin C-36 (French) = M-209 (US)  



▌ B211	=	B21	+	a	printer	
▌ 500	units	in	1939	
▌ Strategic	level	

HAGELIN B211 



▌ The	ENIGMAs	were	used	
inside	the	armored	divisions	
▌ The	B211	were	fixed	

… then 



The betrayal of Hans Thilo Schmidt 



1956    Franco-British Expedition on the Suez Canal 



▌ First	french	electronic	
machine	(1965)	
▌ No	rotor	=>	Permutators	
▌ NATO	SECRET	approved	
▌ Used	by	the	3	services	and	
diplomacy	

A new spring: Myosotis (Forget me not) 



▌ 1967	General	de	Gaulle	
makes	France	go	out	of	the	
NATO	integrated	organisa5on	
▌ The	Army	has	to	reinvent	its	
own	means	of	communica5on	

▌ 1968	the	general	strike	
affec5ng	the	government’s	
telecommunica5ons	pushes	it	
to	create	a	resilient	military	
telecommunica5ons	network.	

2 events that boosted French army telecommunications 



▌ The	first	military	tac5cal	digital	network	
with	integrated	services:	phone,	telex,	
fax	and	data	

▌ Bulk	encryp5on	

▌ Mobile	subscribers	equiped	with	
enciphered	radio	set	

▌ In	fact,	RITA	=	GSM	network	20	years	
ahead!	

▌ Chosen	by	D.	Reagan	for	US	ARMY		MSE	

RITA By Thomson-CSF (now THALES) 



A cell phone?? A bit heavy though!! 



▌ Réseau	
▌ de	Transport	
▌ des	Informa5ons	
▌ Numériques	
▌ de	l’Armée	
▌ de	Terre	

▌ Network	
▌ For	Transporta5on	
▌ of	digital	
▌ Informa5ons	
▌ For	Land	
▌ Forces	

RETINAT:  the first X.25 Strategic Network 



▌ Inventor	of	the	datagram	
▌ He	created	and	developed	a	
Network	in	the	early	1970s,	
based	on	pure	datagrams,	
and	contributed	to	the	
development	of	packet-
switched	networks,	the	
precursors	of	the	Internet.	

Louis Pouzin 



▌ Standard:	X.25	
▌ Security	of	the	network:	
v All	the	management	traffic	
encrypted		by	a	specific	crypto	
card	graved	on	the	
motherboard	of	the	switches	

v Very	original	and	innova5ve		at	
the	5me!		

▌ Redundancy	of	the	switches	
and	the	links	
▌ Interoperable	with	the	public	
Network	TRANSPAC	

▌ Security	of	subscribers:	
v Capucine:	the	X.25	Packet-

switched	network	crypto	
equipment	

RETINAT: Some Specifications 



Switch RETINAT                        SCHEME of the Network 



▌ Standard:	X.25	
▌ SECRET	DEFENSE	approved	by	
SCSSI	and	SECRET	UEO	aver	a	
second	evalua5on	by	BSI	
(Germany)	
▌ Presented	to	an	ACCSA		WG	
during	discussions	about	Packet-
switched		crypto	equipment	

CAPUCINE (TRC 796) 



   ECHINOPS:    IP Encryptor: second evaluation by CESG 



▌ In	March	1979,	Michel	Ugon	
from	Bull	CP8	was	the	first	to	
design	and	develop	a	
microprocessor-based	card	
combining	a	processor	and	
local	memory	

Michel Ugon 



The smart card patent tree 



▌ Billions	of	smart	cards	around	
the	world	in	all	areas	

A Global Commercial Success 



1998   Signature of mutual recognition agreements 



•  Ssyems		

Smart cards for keing crypto equipments:                 
Symmetric system: DCS 500            Asymmetric system:           

     TEOREM 



▌ Aver	the	setbacks	of	the	Second	World	War,	
France	experienced	a	real	revival	in	terms	of	
security	of	its	informa5on	systems.	It	approaches	
the	21st	century	in	good	condi5ons,	as	Jean-
Jacques	Quisquater	will	show	you.	
▌ Thank	you	for	your	aWen5on.	

Conclusion 



From Smart Cards to Today 
1967-2022 

Jean-Jacques Quisquater 

 

 

jjq@uclouvain.be 

jjq@mit.edu 
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Smart cards:  
Michel Ugon and … 

 DES 
 + OS 



… Louis Guillou 

Paradox: 
cryptography was 
dedicated to 
administration, 
army and 
diplomats but a 
smart card is 
cryptography in 
the pocket of 
everybody … 

2004: 
Session president : 
Jean-Louis Desvignes 



Smart Cards in an IEEE book by Gus Simmons (Sandia Labs) 

1992 



GQ – GQ2 – aso 
used by Novell 



EUROCRYPT 1984: Paris 

RUGGIU	

HARARI	



EUROCRYPT 84,  
Paris:  
Smart Cards 

LOUIS		GUILLOU	



EUROCRYPT 1995: Saint-Malo 

BEGUIN	

POINTCHEVAL	

PATARINN	

LERCIER,	
MORAIN	



EUROCRYPT 2017: Paris 

15 authors 



▌ CRYPTIS,	Limoges,	from	1986	(Jean-Louis	Nicolas):		
v Mainly	number	theory	at	the	beginning,	

▌ DEA	ENS-X	(filière	Codage,	Complexité	et	Cryptographie),	Paris,	
from	1991:	the	main	source	of	scien5sts	about	cryptography,	
courses	organized	by	Jacques	Stern,	main	teacher:	JJQ.	

Teaching first, next research, then applications …  



… 



▌ President:	Michel	Abdalla	(CNRS-ENS)	
2020-2022	

▌ Fellows:		
v Jacques	Stern	
v Antoine	Joux	
v Louis	Guillou	
v David	Naccache	

IACR: International Association for Cryptologic Research 



▌ President:	Michel	Abdalla	(CNRS-ENS)	
2020-2022	

▌ Fellows:		
v Jacques	Stern	
v Antoine	Joux	
v Louis	Guillou	
v David	Naccache	

IACR: International Association for Cryptologic Research 



Jacques Stern (master of secrets) 



Antoine Joux (Gödel prize) ▌ Antoine	Joux	won	the	
pres5gious	Gödel	Prize	in	
2013	for	the	introduc5on	
and	use	of	the	concept	of	
coupling	in	cryptography	



David Naccache 
▌ David	Naccache	is	a	French	cryptologist,	
professor	and	researcher	at	the	École	
Normale	Supérieure	where	he	heads	the	
Informa5on	Security	team.	



ANSSI: Guillaume Poupard 

▌ Since	2014,	Guillaume	Poupard	is	
the	director	general	of	the	Na5onal	
Agency	for	Informa5on	Systems	
Security	(ANSSI)	

▌ hWps://www.ssi.gouv.fr/en/	

Multiple 
research, 
Multiple 
publications, 
New 
protocols … 
  



Post quantum Research 





▌ Contribu5ons	(2017-2020)	to	the	call	by	NIST	(2016),	
▌ July	22,	2020	 	Third	Round	Candidates	announced	(7	Finalists	
and	8	Alternates),	
▌ October	1,	2020		Deadline	for	updated	submission	packages	for	
the	Third	Round,	
▌ 2022/2024	 	Drav	Standards	Available	…	

▌ See	also	hWps://www.ssi.gouv.fr/en/publica5on/anssi-views-
on-the-post-quantum-cryptography-transi5on/	

Postquantum cryptography (PQC) 



NIST: PQC 

Plus alternate 
versions 



▌ France	is	again	at	the	center	of	cryptography	(research,	design,	
applica5ons,	produc5on,	…),	
▌ It	was	first	by	a	high	level	teaching	of	very	good	people,	
▌ Then	pu�ng	these	people	everywhere	(Grandes	Ecoles,	
Universi5es,	research	labs,	companies,	administra5ons,	
services,	…),	
▌ 	A	very	good	result	obtained	in	about	20	years	of	efforts.		

Conclusion (for the future) 



We will gladly answer 
any of your questions 


