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En 600 000 milliseconds, on va parler de :
Cache cache

PacMan / Spectre

Microcode

Attaque(s) par mesure du temps

Faute(s)

Prison
Horloge

Poisson Volant

2B + /2B = FF =255 decimal

Pipe Line
R.I.S.C



Limitations des attaques physiques materielles …
• “Salut les potos, coucou c’est moi, je le branche ou l’oscillo …?”

• Methode Spaggiari : Passer par les tuyaux …

• Le centre de donnees est un endroit plus ou moins securise



Selon Gerard Berry ...
● Ou : 

● Radio “La tete au carre” emission de radio sur France Inter avec Mathieu 
Vidard

● Quand :
● Plusieurs fois par le passe

● Qui:
● Gerard Berry, Regent de deformatique au college de pataphysique
● Academicien des sciences, Medaille d’OR CNRS, …, Pr au College de France

● Quoi:
● “Faire des applications qui marchent vraiment demande de raisonner sur 

les calculs qu’elles effectuent, à l’aide de modèles mathématiques, comme
on raisonne sur des objets physiques.”

● “L’Ordinateur n’a aucune idee, […] (il est) integralement stupide et 
totalement obeissant, avec une conscience professionnelle sans faille.”

● Remarque:
● Il parlait deja de Tic Toc … si,si.



Architecture de Von Neumann et memoire cache

Sankaru Jime



Le temps fait pas …
… mais OTAN suspend ton vol



Pipe line, Taylorisation, Swift adaptation

• On va au plus vite …
• Et parfois on accepte les pertes.



Ordre, Contre-ordre, Desordre



Canaux lateraux

Et les multiples variantes …

● Microarchitectural Data Sampling : 
● https://en.wikipedia.org/wiki/Microarchitectural_Data

_Sampling

● Lazy FP state restore : 
● https://en.wikipedia.org/wiki/Lazy_FP_state_restore

● Foreshadow :
● https://en.wikipedia.org/wiki/Foreshadow

● RetBleed : 
● https://en.wikipedia.org/wiki/Retbleed

● Attaques par les memoires caches :
● https://www.daemonology.net/papers/htt.pdf

● Attaque de prediction de branchement :
● https://eprint.iacr.org/2006/351

● Execution transitoire:
● https://en.wikipedia.org/wiki/Transient_execution_CPU_vuln

erability

● Spectre :
● https://en.wikipedia.org/wiki/Spectre_(security_vulnerability

)

● Meltdown :
● https://en.wikipedia.org/wiki/Meltdown_(security_vulnerabil

ity)

● Pacman :
● https://en.wikipedia.org/wiki/Pacman_(security_vulnerability

)

https://en.wikipedia.org/wiki/Microarchitectural_Data_Sampling
https://en.wikipedia.org/wiki/Lazy_FP_state_restore
https://en.wikipedia.org/wiki/Foreshadow
https://en.wikipedia.org/wiki/Retbleed
https://www.daemonology.net/papers/htt.pdf
https://eprint.iacr.org/2006/351
https://en.wikipedia.org/wiki/Transient_execution_CPU_vulnerability
https://en.wikipedia.org/wiki/Pacman_(security_vulnerability)


Attaques par faute(s)

• Clk Screw

• Row Hammer

• Attaques sur le Microcode
• 34C3: Hacking Into A CPU’s Microcode | Hackaday

https://hackaday.com/2017/12/28/34c3-hacking-into-a-cpus-microcode/


Repetez, repetez, repetez, …

● https://cryptome.org/eyeball/af1-rescue/af1-rescue.htm

● Web site exposes Air Force One defenses, by Paul J. Caffera, on Saturday, 
April 8, 2006

● “[...] a government document containing specific information about the 
anti-missile defenses on Air Force One and detailed interior maps of the 
two planes -- including the location of Secret Service agents within the 
planes -- was posted on the Web site of an Air Force base.

● The document also shows the location where a terrorist armed with a 
high-caliber sniper rifle could detonate the tanks that supply oxygen to 
Air Force One's medical facility.”

● As of Friday, the document was still posted online. The Secret Service 
refused to comment on the document's release.

● "It is not a good thing" for that information to be in the public domain, 
said Lt. Col Bruce Alexander, director of public affairs for the Air Mobility 
Command's 89th Airlift Wing, Andrews Air Force Base, which operates 
the presidential air transport fleet. "We are concerned with how it got 
there and how we can get it out. This affects operational security."

https://cryptome.org/eyeball/af1-rescue/af1-rescue.htm


Un jour sans fin …

• Software est generalement non destructif

• Grand nombre de tentatives grace au RESET ou a la REPETITION

• Synchronization est le parametre clef (Pun intended)



CLKSCREW

• Gestion de l’energie



Row Hammer

• https://github.com/google/rowhammer-test

https://github.com/google/rowhammer-test


Quelques demos disponibles en ligne
... et le source code

• Row Hammer applique a Android:
• Drammer on Android 6.0.1 – YouTube
• Source code

• Spectre:
• Spectre (leaky.page)
• Demonstration reussie

• Meltdown:
• En action et dans ses oeuvres
• En action dans ses oeuvres 

https://www.youtube.com/watch?v=x6hL-obNhAw
https://github.com/CMU-SAFARI/rowhammer
https://leaky.page/
https://www.youtube.com/watch?v=V_9cQP60ZGI&feature=youtu.be
https://www.youtube.com/watch?v=bReA1dvGJ6Y


*ffleurer le sommet de l’iceberg
{a, e , de, …}

• Toute ressemblance serait … gratuite



Conclusion / Questions?

• GAFAM Inside

• Intel Outside
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