Les attaques par
canaux caches
(ou auxiliaires ?)

Jean-Jacques Quisquater
UCLouvain, Belgique
Académie Royale de Belgique

jja@uclouvain.be




Avertissements

e Toutes informations données ici, ainsi que oralement, sont publiques mais, pas
toujours, bien publiées.

e Vu la durée et le public, il n’est pas du tout dans nos intentions d’étre exhaustif, ni
a jour. Pour donner un panorama complet, il faudrait au moins 3 heures.

e Certaines explications sont volontairement approximatives pour étre compris du
plus grand nombre.

* Nous avons voulu aussi traiter I’histoire de techniques qui sont souvent ignorées et
méme tronquées. Les spécialistes n‘apprendront seulement, peut-étre, que cela.



Présentation

» Ces attaques sont bien connues des militaires depuis longtemps et ce fut alors classifié. On parlait d'émissions compromettantes. Dans les années 80,
elles furent pratiquement découvertes dans plusieurs laboratoires industriels en Europe sans étre publiées et, je suis témoin, méme censurées sans
aucune action. Puis, en 1996, Paul Kocher publia sa premiere attaque en mesurant le temps d'exécution de divers algorithmes cryptographiques, a
distance !, et il nous montrait qu'on pouvait ainsi récupérer la clé secrete. Ce fut alors le début d'une révolution, qui continue.

* Nous parlerons en termes pratiques et illustrés de ces différentes attaques :

e e lesattaques passives ol on "écoute" seulement les fuites de ces canaux cachés (son, temps, ondes électromagnétiques, etc) d'ordinateurs, serveurs,
microprocesseurs et ces attaques ne peuvent donc pas étre détectées : dans certains cas cela peut se faire a grande distance (sur internet)

e e |es attaques actives avec diverses méthodes d'injection (lumiéere, chaleur, laser, faisceau de cyclotron, ondes électromagnétiques, utilisation des
rotocoles, etc) pour engendrer des fautes transitoires ou permanentes qui perturbent les résultats des calculs. Le but le plus souvent est de capter
ﬁes informations indirectes qui donneront, aprés transformations et calculs, la clé secréte convoitée. Ici, il faudra avoir acces ou étre proche de |'objet
attaqué mais c'est bien sir possible pour beaucoup d'objets dans la nature (carte a puce, loT, etc).

* |l existe de nombreuses contremesures a ces attaques, bien appliquées dans le domaine des cartes a puce. Dans le cas de la consommation électrique
attaques dites SPA et DPA), les contremesures ont été vigoureusement brevetées et ont donné lieu a une lutte juridique intense entre les inventeurs
ils furent les gagnants) et les principales firmes de carte a puce. Plusieurs conférences internationales, CARDIS, CHES, et autres, reprennent ces
recherches actuelles et sont fort suivies.

Les attaques les plus subtiles (Spectre, Meltdown), liées aux caches ou a la prédiction d'instructions, ont été contenues en imposant une nouvelle
conception des processeurs a Intel, AMD, IBM, etc.

Ces attaques ne sont pas confinées au matériel mais bien aussi, et surtout dans les cas pratiques, au logiciel. Un logiciel qui utilise une clé secréte en
un temps non constant est un logiciel dangereux et il y en a beaucoup. Un autre vecteur d'attaque est un programme espion qui parvient a partager
un processeur avec un programme cible.
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David Samyde

- A proposé cet exposé a Gérard,
- A contribué a UCL Crypto Group

- A contribué dans différentes sociétés
de certification

- A travaillé chez Intel.

Afficher 'article
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Timing attack: 1996
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Tout d’abord 3 démos

* Mesure température,
* Mesure consommation du chargement d’une page web,

e Caméra infrarouge et rémanence du clavier.



Rémanence de chaleur (d’un clavier)

Hw‘r Condu t.AHEjrh ard Attack

AL el Dy ST




Thermanator: Thermal Residue-Based Post Factum Attacks On
Kevboard Password Entry
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Attaques basées sur le comportement humain
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Corneal Identifiable Images of Bystanders Extracted from Corneal
reflections Reflections

Rob Jenkins'*, Christie Kerr®

1 Departmient of Paychology, University of York, York, North Yorkshire, United Eingdom, 2 5chool of Psychalogy, University of Glasgow, Glasgow, Lanarkshire, United
Kingdom

Abstract

Criminal investigations often use photographic evidence to identify suspects. Here we combined robust face perception
and high-resolution photography to mine face photographs for hidden information. By zooming in on high-resolution face
photographs, we were able to recover images of unseen bystanders from reflections in the subjects’ eyes. To establish
whether these bystanders could be identified from the reflection images, we presented them as stimuli in a face matching
task (Experiment 1). Accuracy in the face matching task was well above chance (50%), despite the unpromising source of the
stimuli. Participants who were unfamiliar with the bystanders’ faces (n=16) performed at 71% accuracy [f{15)=7.64,
p=.0001, d=1.91], and participants who were familiar with the faces (n=16) performed at 84% accuracy [t(15)=11.15,
p< 0001, d=2.79]. In a test of spontaneous recognition (Experiment 2), observers could reliably name a familiar face from an
eye reflection image. For crimes in which the victims are photographed (e.g., hostage taking, child sex abuse), reflections in
the eyes of the photographic subject could help to identify perpetrators.

Citation: Jenkins R, Kerr T 2013} I|dentifiable Images of Bystanders Extracted from Comeal Reflections. PLoS ONE B8(12) eB3325. doilDA371/
pournal pone 0083325
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Copyright: © 2013 Jenking, Kerr. This is an open-access article distributed under the tems of the Creative Commaons Aftribution License, which permits
unrestricted wse, distribution, and reproduction in any medium, provided the onginal author and source are oredited.
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The graduate acoustic attack:
“The sound of silence” °

Jean-Jacques Quisquater (ucL-crypto)
Moti Yu NE (Google, Columbia)

° Thanks to Garfunkel and Simon



Tuesday August 19, 2014, 2pm, CRYPTO-UCSB:
3 set-ups of acoustic attacks against a long RSA key (Genkin-Shamir-Tromer)




Acoustic attack: the model

Your COMPUTER with RSA key to be attacked

— At some distance vibrating OBJECT (MICROPHONE) connected
to another computer

—>signal and cryptographic processing
—RSA key in the hand of enemy



We want more: attacking from outside such
an computer put in a sound-proof room ...

* We want to expand our knowledge of Acoustical Intelligence
(ACOUSTINT, sometimes ACINT): it is an intelligence gathering
discipline that collects and processes acoustic phenomena.

* Here is a possible set-up for the computer (and the user ©) ...



Acoustic attack: new model

Your COMPUTER with RSA key to be attacked

— At some distance some vibrating OBJECT (which one?)
- Full-proof-sound room and window

—signal and cryptographic processing
—>RSA key in the hand of enemy

s it possible?



By the way how old are acoustic attacks?



A Century Old Invention: the photophone.

April 26th, 1880 — Alexander Graham Bell & Sumner Tainter announce their invention - the
Photophone. Sound is transmitted on reflected light-rays a distance of 213 meters. They also claim, “it
can transmit songs with great purity of tone.” This is the forerunner of CDs, DVDs, fiber optic
telephone transmission, and remote eavesdropping.

The idea:




Other old projects (acoustic locators




More about active acoustic attacks:
1. replacing sun by remote laser in the photophone

* Simultaneous remote extraction of multiple speech sources and heart beats from secondary
speckles pattern, by Zeev Zalevsky, Yevgeny Beiderman, Israel Margalit, Shimshon Gingold, Mina
Teicher, Vicente Mico, and Javier Garcia (Bar-llan University and Universitat de Valéncia): Optics
Express, Vol. 17, Issue 24, pp. 21566-21580 (2009).

The configuration includes projection of laser beam and
observation of the movement of the secondary speckle
pattern that are created on top of the target (diffusive
object). The speckles are self interference random patterns
and have the remarkable quality that each individual
speckle serves as a reference point from which one may
track the changes in the phase of the light that is being
scattered from the surface. The sensor is a fast expensive
camera (7800 fps) used in defocused mode.



hen taping a cellular phone or
listening from the back of the neck!
Possible range is 100 meters or more using a telescope.



2. A new passive acoustic attacks:
the visual microphone (SIGGRAPH 2014, last week) by
Abe Davis, Michael Rubinstein, Neal Wadhwa, Gautham Mysore,

Fredo Durand, William T. Freeman

* Replacing the sensor (classical microphone) by any familiar vibrating
object close to the sound then using a remote camescope: they then
amplify a lot these vibrations from the object using an algorithm
(Eulerian Video Magnification). Then they recover the sound.



Final model and set-up

e RSA "sound" from a computer to be attacked,
e corresponding vibrations of a familiar object close to the computer,
e (mirror and) sound-proof window and room,

e external camescope (using a trick: the rolling shutter) with zoom for the
attack,

* translation of the images into "sound" using Eulerian Video Magnification,

e if necessary "deblurring" of the sound thanks to the equivalent method for
images (using several sources), see http://users.soe.ucsc.edu/~milanfar/
(March 2014 in recent news)

e then using the ideas from the CRYPTO 2014 paper.



More: The gyrophone (usenix 2014, next Friday
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An old story from 1956
("Spycatchers”, by Peter Wright):

— British intelligence wanted to read Egyptian
diplomatic traffic encrypted by Hagelin machine
from their embassy in London to the foreign office in
Cairo

— The secret key was set each morning by moving the
rotors to a new initial setting.

— The British MI5 made sure that a nearby basement
telephone was always connected

— All they had to do each morning was to count the
number of clicks heard over the phone during the
key setup on the adjacent Hagelin machine.
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Machine a voter : 1985 ...

-

numerama

Que sont les attagues Tempest,
qui menacent les machines a
voter?
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Premieres attaques civiles

* TNO (Pays-Bas)
 IBM

e Sandia (livre de Gus Simmons)
* Philips



Attagues passives (ecoutes)
(Applications aux cartes a puce)
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New system uses low-power Wi-Fi signal to track
moving humans — even behind walls
‘Wi-Vi' is based on a concept similar to radar and sonar imaging.

t, MIT
Helen Knight, News correspondent v PRESE INGUIRICE
June 28, Z013

Nusiration: Chriatine DanilofMIT
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Taxonomy of Attackers (from IBM)

Clever outsiders - Insufficient
K

nowledge of system, not highly sophisticated
equipment, look for existing weaknesses.

e Class Il — Knowledgeable Insiders - Have
potential access to most parts of systems, and
highly sophisticated tools.

e Class lll — Funded Organizations —
Governments, terrorists, Mafia have teams of
experts, big budgets, most advanced tools.

IBM®
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Class I: Hidden Key

Fossile de
poisson
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Class | (photo)
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Class |: scanner (+ photoshop)
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Class | (photoshop - end)
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Class 11? Free slot

Attaque transitoire
De RAM par

un faisceau de
cyclotron
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1986:
1992:

1992:
1994
1995:

1995:
1997:
1998:
1998:
1999:

2000

Side Story of Side Channel Analysis

PIN code of smart card broken by timing attack ...

TNO discovers a relation between smart card power
consumption and program code

Philips did the same ...
TNO develops software to visualise program structure

BellCore invents the “MicroWave Attack”, and
Differential Fault Analysis (DFA)

Paul Kocher invents timing attack

Paul Kocher invents Differential Power Analysis (DPA)
TNO implements DPA

Gemplus invents Voltage Manipulation (VM)

TNO implements VM for Single Fault Injection (SFI)
Q.-Samyde implements Electromagnetic Analysis (EMA)

TNO®
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Security: Baran (1964,
Rand)
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EMA analysis (my story)

Old printer (1976) « playing »,
A Saturday (1978) working with a CRT and a FM recelver,

Date: Wed, 18 Aug 1999 19:15:09 +0300 (EEST)
From: Berke Durak <durakb@crit2.univ-montp2.fr>
To: cypherpunks@toad.com

Subject: Controlled CPU TEMPEST emanations Hello, After having implemented and successfully tested
Ross Anderson's idea to use the video output to synthesize a mediumwave AM signal, | wondered if a similar
effect could be obtained by using only the CPU, since it was easy to correlate CPU activity with radio noise.
I've just written a quick C program that tries to force activity on the memory bus in a repetitive pattern, with
adjustable frequency. After having fiddled with the timings for about one hour, | managed to broadcast a test
tune using my Pentium 120 running Linux, giving extremely clear reception on FM band at about 87.5 Mhz (|
have in no way calculated or predicted this frequency).

Next question: Is it possible to implement a Java applet for Java smart card transmitting subliliinal information
(covert channel) using EM effects? Answer ...

45



KUL-
/ Generic model of card for passive attacks

__________________

3 problng 4. measures

. of radiations

UCL CRYPTO GROUP
Public key smart cards
Jean-Jacques Quisquater




WI-_'
/ Analysis of a simple model (Vernam)

secre\t key K
Input m, output c;
.|  EXOR .
mi Ki o] mi Ki ci
0 0 0 0 0 0
0 1 1 0 1 1
1 0 1 1 0 1
1 1 0 1 1 0
If for some reason the two zeroes are not the same (SPA ...)

this perfect system is completely broken.

UCL CRYPTO GROUP
Public key smart cards
Jean-Jacques Quisquater




KUL-
/ Simple Power analysis (example)

V9
AA A G & E 2T

These traces (power consumption of a typical smart card)
are coming from the original paper by Cryptography
Research (Paul Kocher)

 the upper one describes the full execution of the 16 rounds
of DES and the permutations;

 the lower one describes the rounds 2 and 3 of DES.

UCL CRYPTO GROUP
Public key smart cards
Jean-Jacques Quisquater




« adding (pseudo) random behavior to the cryptographic
algorithms

* hypothesis: some instructions are leaking less information
(addition, EXOR, ...)

UCL CRYPTO GROUP
Public key smart cards
Jean-Jacques Quisquater



Glitch attack (Lenstra, Joye, Q)

[ The first version was called the Bellcore attack

O Context: smart card answers to a request of a RSA
signature: one interaction, public key is known

O During a computation of the smart card a special event
occurs (error, bug, clock, current, radiation, laser, ...)

[ See paper by R. Anderson and M. Kuhn

O This event gives an error: this error is not detected and the
computation continues ...

(J The worse case is when the computation uses the secret
key in a specific way (example: RSA with CRT)

O The results is outputted

O Simple computation allows an opponent to recover the
secret key!

O Countermeasure: verifification of output before ...

UCL CRYPTO GROUP
Public key smart cards
Jean-Jacques Quisquater



Implementation problems

- optimisation: minimisation of the number
of multiplications and square

- Chinese Remainder Theorem

UCL CRYPTO GROUP
Public key smart cards
Jean-Jacques Quisquater




Vaum

Timing Attack

J.-F. Dhem, F. Koeune, P.-A. Leroux
P. Mestre, J.-J. Quisquater and J.-L. Willems

UCL Crypto Group

UCL CRYPTO GROUP
Public key smart cards
Jean-Jacques Quisquater



i

AN attacker is observing many RSA signatures

Scenario

m;* (mod N)

and to collect messages m; and the corresponding
timings

His goal : recover the secret parameter k

UCL CRYPTO GROUP
Public key smart cards
Jean-Jacques Quisquater




KULL-

- June. 2001

Timing attacks

I VCC

/O ~ f

RST i GRD

® the measure of the timing and the (some) knowledge of the implementation
of the used cryptographic algorithm together a lot of well chosen inputs-outputs
with some statistical treatment give the secret key in use (works well for RSA-
like algorithms)

« countermeasure: I/O not related to the key at all (constant run-time for

instance).

UCL CRYPTO GROUP
Public key smart cards
Jean-Jacques Quisquater




[ Square and Multiply

To compute m* (mod N),

X=1
for =1 to t do

x = X2 (mod N)

it (k=1) then x = xan (mod N)
od

the two multiplications are performed using
the Montgomery multiplication algorithm

UCL CRYPTO GROUP
Public key smart cards




i

Montgomery Multiplication

* Allows to compute A.B (mod N) very
efficiently

e The whole multiplication will require at most

one modular reduction, at the end of the
Process

UCL CRYPTO GROUP

Public key smart cards
Jean-Jacques Quisquater




Wmmz@m

Attacking the Multiply

At step I,
Oif k;=0, nothing

Oif k=1, a multiplication,
which will be longer for

XxX=1
fori=1tondo

X = X? some messages than for
if (k=1) others
then x = x.m

od

Knowing k,..k_,, we are able to divide the
sample into two subsets A and B

UCL CRYPTO GROUP

Public key smart cards
Jean-Jacques Quisquater




Attacking the Multiply

We are thus able to build two subsets which
will behave differently if the multiplication
IS executed

UCL CRYPTO GROUP

Public key smart cards
Jean-Jacques Quisquater




KUL-
/ In practice

Begin by attacking bit 1 (=consider the
first multiplication, that would occur if
bit 1 was set)

Ofor every message of the sample : if
the message induces a reduction, put it
%1 subset A, otherwise put it in subset

Oif the mean time for A is significantl
greater than that for B, then conclude a
multiplication has actually occured at
that point (k,=1), else conclude k,=0

Once we know bit 1, attack bit 2.

UCL CRYPTO GROUP
Public key smart cards
Jean-Jacques Quisquater




KUL-COSIC June. 2001
Problem

¢ What does significantly mean ?

¢ When can we say that two subsets are
different ?

UCL CRYPTO GROUP
Public key smart cards
Jean-Jacques Quisquater




Practical Results

Result
key without error corr. with error corr.
e Size speed size speed
64 |1500-6500 [>20 bits/s | 1500-4500 >20 bits/s
128 [12000-20000 |2 bits/s  {6000-10000 |4 bits/s
256 [70000-80000 |1 bit/4s |15000-50000 |1 hit/2s
512 |+350000 1 bit/65s |100000-200000 |1 bit/(15-30)s

UCL CRYPTO GROUP
Public key smart cards
Jean-Jacques Quisquater




KULL- June. 200
[ Optimized TA

Schindler (2000])

OFormal treatment of the TA problem

(dCharacterization of the "additional reduction
phenomenon”

O Optimal decision strategy

UCL CRYPTO GROUP
Public key smart cards
Jean-Jacques Quisquater




KULL- June. 200
[ Optimized strategy

ODecision strategy proved (well, aimost) to be a
Bayes strategy (i.e. optimal)

O Characterization of error probability

— Theoretical estimation of sample size

[(ACharacterization of error-detection

UCL CRYPTO GROUP
Public key smart cards
Jean-Jacques Quisquater




KWUIL- - June 200
/ Drawbacks

(OMore detailed knowledge of implementation necessary (e.g.
time taken by additional reduction

can be approximated

OMust know hamming weiqw‘secret key

can be guessed
(no need for more messages)

UCL CRYPTO GROUP
Public key smart cards
Jean-Jacques Quisquater




KULL- June 2000
/ In practice

1. By statistical treatment, guess (even roughly) unknown
Implementation characteristics

2. For each "likely" value of hamming weight, apply
attack (using same sample)

3. Correct key (or small subset) Will show up

UCL CRYPTO GROUP
Public key smart cards
Jean-Jacques Quisquater




KULL- June 2000
[ Current Results (02/2001)

Key size Classical Optimized
128 5 000 — 8 000 1 000 — 2 000
512 150 000 — 200 000 8000

e Practice In accordance with theory
e Slight iImprovement should still come...

UCL CRYPTO GROUP

Public key smart cards
Jean-Jacques Quisquater




Wmmz@m

Countermeasures

O hide timing variation (e.g. always perform
a reductlong)

O [Kocher96] : hide parameters (blinding)

O [Dhem98] : method to chain modular
multiplication requiring onI?/_on_e _
reduction, after the last multiplication

UCL CRYPTO GROUP
Public key smart cards
Jean-Jacques Quisquater




WI-_'
[ ElectroMagnetic Analysis

[ Power, time and another side-channel : EM

[ Use of an antenna for measuring the field from the
smart card.

UCL CRYPTO GROUP
Public key smart cards
Jean-Jacques Quisquater




KULL-

1 £1 current mendtoring
Tesisior

3 MHz

6809 : local measures

Frr
PRI

Ed

FF

il e g a5 F

Ralalive Swusceplibiifly
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Smart card at RESET (EMA)

[ EMA from 0 to 70 MHz.

UCL CRYPTO GROUP

Public key smart cards
Jean-Jacques Quisquater




IKUJ-I-_'
% at 6 MHz

[ before DES after DES

UCL CRYPTO GROUP
Public key smart cards
Jean-Jacques Quisquater




[ Extracting infos: before and after computations

B Clpd FFF Gh0H i, gl 0 i L 10 RS Sl A
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Public key smart cards
Jean-Jacques Quisquater



EMA for DES
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KUIL- - June. 2001
/ Solutions?

[New designs of chips (clock, SOlI, ...)
ONew implementations of cryptographic algos
JFaraday cages

OFlexible implementations (software, hardware,
never do the same thing!)

UCL CRYPTO GROUP
Public key smart cards
Jean-Jacques Quisquater
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Anecdotes : PIN a distance

e Carte a puce



Attagues

actives
Differential Power Analysis

« Data-dependent leakage variations
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Time

e.g. CMOS => Power consumptions dependent on the number of bit switches




Measurements setups

« Target cryptographic device: smart cards, FPGAs, ...

« Measurement circuit: small resistor inserted between
ground pin and actual ground, small antenna, ...

« Acquisition device: 1 Gsample/sec oscilloscope
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The Sorcerer’s Apprentice Guide to Fault Attacks

HACAL BAR-EL. HAMIDFCHOURRL DAVID NACCACHE. MICHAERL TUNSTALL. A0
CLAIRE WHELAN
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RSA-type signatures in the presence of transient faults

Marc Jove, lean-Jacques Quisquater, Feng Bao & Robent H. Deng

Conference paper | First Online: 01 January 2005
128 Accesses | 19 Citatipns

Part of the Lecture Hotes in Computer Science book series (LNCSvolume 1355)

Abstract

In this paper, we show that the presence of transient faults can leak some secret information.

We prove that only one faulty RSA-signature is needed to recover ane bit of the secret key.
Thereaiter, we extend this result to Lucas-based and elliptic curve systems.

Download confersnce papar PDF
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Retour dans le passé : 1985 : effet van Eck

Electromagnetic Radiation from Video
Display Units: An Eavesdropping Risk?

Wim van Eck
FIT De Never Loborarories, 50 Poluasrew 4, 204 A2

Lertedur iy, i N eneripoes

Thus paper describes the resubts of research imo the possability of
“ravesdroprang’ oo vadeo desplay unsts. by pskmg ap aod
decoding |E|t electromagnetsc interference prodnced by thes hpe
of eqmpieets, Dramng the research project. whach stwted in
Janmary. 1983 51 becanse npore amwl oo clear tha this eype al
infonmatio theft can b commited very easly nsang a mormal
TV et

Kevwondy:  Electromagnetic  mdiation,  eavesdiopping, data
security, pravecy, Elecmoniagsetic conspatibiliiy

. Imtroduction

[t 35 well known that clectronic equipment produces
electromagnetic felds which may cause  interference
to radio and television reception. The phenomena
underlyving this have been thoroughly studhied over the
past few decades. These studies have resulted in
internationally agreed methods for measunng the
interference produced by equipment. These are needed
because the maximum terference levels which
equipmient may generate have been laid dovwn by Jaw
i o] Countnes

However, interference is not the only problem cansed
by electromagnetic radiaon. I is possible in some
cases fooblain mformation on the signals wsed insade
the equipment when the radition is picked up and the
recepved x'ig:u..l'lx ape diecoded, ]:‘w]"'l..'\-.,::i:t”_'-' i the ease of
digital equipment this possibility  constitules  a
]mﬂ:lh.'m. Becanse remole peconsiruction of :-.:a._:llu!:-.
inside the equipmient may enable reconstruction of the
data the cquipment is processing

This problem 1= mot a new ome; defence specialists
have been aware of 1t for over twenly Years,
Information on the way in which this kind of
"eavesdropping” can be prevented 13 not  freely
available. Equipment designed to  protect mslitary
information wall probably be three or four mes maore
expensive than the equipment likely to be wsed for

R L, i I ey ) PR R Y



Un dernier pour la route
https://www.cs.tau.ac.il/~tromer/synesthesia/synesthesia.pdf

Synesthesia: Detecting Sereen Content
via Remote Acoustie Side Channels®

Dsindel Cenkin Milir Puttani
Uliviversiey of Michigan University of Pennsylvania
genkinfusich. edu mihirsaflseas, upenn . odu
s Sclimster Eran Tromser
Ted Aviv University, Cornedl Tecl Teel Awiv Upiversity, Coluwmlin University
reffdiicornell . adu tromeriics. . tan.ac. il

:'l.jiij' & MY (imleiad puhlicatbon September 11, 20]18)

A bt

Wi show that subtle ncomsrie poises comanaring from within COAEEHCT BOFGRRS CAR Fue
tmer] Bo ibebect Bhe comtent displaved] on the screens. This soand can be picked ap by
ondinary microphones built into webeanms or sevooms, and is insdvertontly ransmitred oo
wilwr purties, .., during s videocotiferenee eall or archived reconding=. It can alse be
recardied by st phose or Ssmart speaker” placed oo a desk oest 1o the soree, or from
is far as 0 meters away using & parabolie microphane,

Fanphdrically dimonstrafing varkus sttock scomnrios, we show' lew this channe] can
b s for meal-tine detection of on-screen text, or users' inpat intoe ar-screen virtaal
kewboards. W also demnomnstrate how an attacker can analyze the aodio pecctvid darng
video call {eg., on Google Hangoue) to inder whother the other side i browsing the web
in licw of watching tle video call, sl which weh site is displayed on theie screen


https://www.cs.tau.ac.il/%7Etromer/synesthesia/synesthesia.pdf

Fuite acoustique des écrans LCD
(alimentation C)
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