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En introduction :

* Inventé il y a plus de 40 ans, les protocoles cryptographiques de type zero-
knowledge regagnent en actualité et grandes utilisations,

* Jai eu le privilege et la chance de connaitre, de rencontrer, de discuter, etc,
avec les créateurs, en temps réel, et nous sommes toujours amis, et plus,
nous le verrons, car Louis Guillou et moi-méme y avons contribué tres tot,

* Cette présentation sera une introduction historique vecue, et illustree, des
concepts, avec des anecdotes peu connues, une explication complete
abordable, préte a 'emploi pour vos meilleures futures applications,

* Merci pour cette invitation et votre écoute,

* Cet expose est dédie a la memoire de Louis Guillou, mon ami, et complice
depuis 1980,

* Ceci n'est pas un cours et un expert trouvera certainement que je manque
ici de rigueur.



Plan

La magie et ZK : Rubik
Les débuts publics de la cryptographie a clé publique : Diffie-Hellman, Merkle, RSA
Définition informelle de ZK et premiers exemples approchés (basé sur le hash et mots de passe, signature)

Les inventeurs : Goldwasser-Micali-Rackoff : débuts difficiles
* Quelques définitions utiles

Protocole Fiat-Shamir (+ brevet) : I'idée géniale mais pas assez efficace

'histoire de GQ (+ brevet), intervention de Fiat

La caverne familiale d’Ali-Baba : les rbles de Philips et Gilles Brassard, intervention de Tom Berson
Utilisations (TV a péage) et contrefacons (FS, GQ, ...) : EMV ?, ISO

Le proces avec RSA, inc et Novell : rencontre avec les grands (avocats)

GQ2, une longue histoire qui finit par une vente du brevet : et aussi EMV versus GQ2

La traversée du désert

Le renouveau actuel du ZK : usages (blockchain, cryptomonnaies, etc), conférences et standards
Le futur du ZK versus le quantique : et la recherche continue.



Louis Guillou
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Prouver gue I'on a un secret sans le réevéler ?

 Jai regardé dans le passé et j’ai trouvé des traces de telles méthodes
dans I'ancienne Egypte et le Moyen-Age européen :
peu convaincant car cela utilise souvent le fait de pouvoir revenir au
passe ...,

* Par contre, les magiciens sont bien de la partie : j’ai un secret et je
vous montre le résultat sans révéler le « truc » ou mon « pouvoir »,

* Donc, on commence ainsi, ...



Le cube de Erno Rubik — 450 millions d’exemplaires
(et sa famille jusqu’au 49_)__(4_9x49)

k. "

10
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Documentation sur le cube de Rubik

* https://ruwix.com/

* https://ruwix.com/blog/49x49x49-big-rubiks-cube/

 Simulation : https://www.youtube.com/watch?v=xOJtLb rPVg

* 32768 x 32768 x 32768
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Rubik’s for
Cryptographers

Christophe Petit and Jean-Jacques Quisquater

Notices of the AMS

Juin—Juillet 2013

(fonctions de
hachage)

resumably hard mathematical problems

stand at the core of modern cryptog-

raphy. A typical security proof for a

cryptographic protocol relates its resis

tance against a particular attack to the
hardness of some mathematical problem. Very few
problems have survived thorough crypranalysis,
the most established ones being the integer fac-
torizanon problem and the discrete logarithm
problems on finite fields and elliptic curves.
Other problems have been suggested, related,
for example, to hyperelliptic curves, lattires [42],
error-correcting codes [31], or multivariate poly-
nomial equations [35] (the so-called postquantum
cryptographic algorithms). They are currently less
trusted than the three previous ones, but they
might join or replace them n the furare.

In this paper we discuss three alternative
computational problems: namely the balance, rep-
resentation, and factorization problems in finite
non-Abelian groups. Interestingly, these problems
can be seen as generalizations of the Rubik’s Cube.

The famous 3D puzzle is notoriously “hard” [12],

but of course not in a cryptographic sense. Com
puter programs solve it instantaneously, and
even human champions need less than ten sec-
onds. Nevertheless, the “extensions” considered
in this paper were proposed as the core computa-
tional problems underlying the security of Cayley
hash functions, an elegant construction of a very
important cryptographic primitive,

For the cryptographic applications to be secure,
the balance, representation, and factorization
problems must be computationally hard. These

Christophe Petit is search fellow of the Belgian Fund for
Scientific Re rch _S-FNRS) at Université catholique de
Louvain 1.). Hiz email address is christophe.petit@
uclouvain.be

Jean-facques Quisquater is with the UCL Crypto Group. IHis

email addri
DOL hup:/;

jjgauclouvain. be.
Ix.doLorg/10.1090,/not1001

June/JuLy 2013

problems are of course easy for the Rubik's Cube.
They are also easy in a few other particular cases,
but they may still be hard in general. In fact,
they are strongly connected to famous problems
in group theory and can be seen as algorithmic
versions of a twenty-year-old conjecture of Babai
on the diameters of Cayley graphs. Although the
conjecture is now proved for all parameters of
interest in cryptography, many of the proofs are
nonconstructive, hence useless, to "break” the
functions.

In the last twenty years, the cryptography
community (for Cayley hash functions) and the
mathematics community (for Babai's conjecture)
have been working independently on very similar
problems. The goal of this paper is to bridge the
results obtained by the two communities, with the
cryptographic application in mind. In particular, we
review known results coming from both sides, we
provide some general aniacks and design principles
for the Cayley hash function construction, and
finally we propose some parameters that can be
considered as “safe” from our current knowledze
of these problems

Notation. In this paper, p will always be a prime
and n a positive integer. We write F; for the finite
field with g elements. We identify the finite field
Fpo with Fp[X]/(q(X}), where g is an irreducible
polynomial over Fp. If K is a finite field and m is a
positive integer, we write SL(m, K) [or the special
linear group of degree m over K, in other words,
the group of m-by-m matrices over K with deter-
minant 1. We write PSL(m, K) for the projective
special linear group of degree m over K, which is
the quotient of SL{m, K} by the set [Al,A € K}.
Finally, we write S, for the group of permutations
on n elem 3

Outline. The remainder of this paper is organized
as follows. In the first section we recall the Cayley
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Ce cube, sighal convenu de Edward Snowden

* A-t-il sorti une carte micro SD ainsi de I'antre blindée de la NSA a
Hawai (2013) ? C’est que suggere le film « Snowden » (2016) et c’est
Edward qui a écrit cette histoire ... Rien n’est moins sir cependant.
Cela reste secret. Le modele gu’Edward montre publiqguement n'a été
commercialisé qu’en 2014 ... y

* Par contre, il est bon pour les

résoudre ...
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La magie

alézcrypto

about team portfolio state of crypto content v~  special projects v Q search /

Secrets and how to prove them: A magician’s guide
to zero-knowledge proofs

MichaelBlau  https://al6zcrypto.com/posts/article/a-magicians-guide-to-zero-knowledge-proofs/

08.08.23

TAGS
tech trends

zero knowledge & succinct proof
systems

Any sufficiently advanced technology is indistinguishable from magic (or so
science fiction writer Arthur C. Clarke famously said). One such area of science-

fiction-like progress is that of zero-knowledge proofs (or ZKPs), a cryptographic
tool that addresses two critical challenges in web3: scalability and privacy. In
particular, ZKPs could be the key to unlocking lower transaction fees, designing
new privacy-preserving applications, and, as a result, welcome the next billion

crypto users. Even beyond crypto, ZKPs may one day help transmit sensitive
data securely, combat illicit finance, or fight disinformation.

But what are ZKPs? There are many clever explanations out there for engineers,
researchers, and the crypto community, but they aren’t always intended for
audiences with less experience in crypto or computer science. Even with the
wealth of analogies available — from Waldo to Ali Baba’s Cave - it’s not easy to
find an accurate, easy-to-grasp explanation of ZKPs that fully captures their
superpowers.

So in this post, | combine my background in both crypto and magic to explore a
new analogy: Think of ZKPs like a great magic trick. Check out the demo below,
and read on for an overview of the defining properties (scalability and privacy)
of ZKPs - and how all of this plays out using magic.
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Magie : ['ai un secret que je ne révele pas
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Abonnez-vous @ notre newsletter hebdomadaire

Dans la méme thématique :
Vers un internet quantique gréace
a lo téléportation

Ukraine : une guerre hybride sur le
terrain de la désinformation

IA Act : quels impacts pour les
secteurs sensibles en Europe ?

Daniel Augot

ditectear de recherche 4 ['Tnria et responsable de Ia chaire Blockchain

En bref

» Le « zero-knowledge » est un concept du monde de la cryptomonnaie qui permet de

prouver existence de certaines informations sans les divulguer.

Cette technologie est a distinguer du chiffrement, ou toutes les donnees sont
accessibles dés lors qu'on possede la clé de déchiffrement.

» Les deux protocoles de preuve zero-knowledge les plus connus dans le monde de la
blockchain sont les zk-STARKSs et les zk-SNARKs.

Ces protocoles présentent 'avantage de fournir des preuves plus courtes et plus

rapides a vérifier.
» Le monde de la recherche n’a pas dit son dernier mot pour autant et cherche toujours

a optimiser les performances de calcul et de vérification des données.

Dans le monde des blockchains et des cryptomonnaies, le concept de zero-knowledge est
souvent évoque comme une solution efficiente aux problemes de confidentialité et de res-
pect de la vie privée. En effet, le principe de cette technologie est de prouver 'existence de
certaines informations sans avoir a les divulguer. Une avancée majeure qui n’obstrue pas
la recherche sur les systémes déja existants.

La preuve « zero-knowledge » est-elle I'avenir des
blockchains ?

11 faut dire que les cas pratiques autour de cette technologie sont nombreux. Elle peut
notamment servir & vérifier I'identité d’une personne sans en révéler le nom. Si quelqu'un
souhaite prouver qu'il a plus de 18 ans, il peut utiliser son permis de conduire. Cependant,
ce geste révelera non seulement des informations sur son 4ge, mais aussi son nom, sa date
de naissance et un certain nombre de données personnelles. Une preuve « zero-know-
ledge » peut permettre de prouver que cette personne a plus de 18 ans, sans réveler

aucune des informations figurant sur le permis de conduire.

Le zero-knowledge peut également prouver que quelqu’un a bien effectué une transaction
sans en devoiler le montant. Le processus ? La fonction dite de hachage cryptographique.
Cette fonction de hachage, qui n'a pas d’équivalent dans le monde réel, est un algorithme
qui transforme n'importe quel donnée numérique (une image, un fichier texte, etc.) en

rmaormalonr Ao tailla five srmman o enits Aa Ak hite Dar avamnla la otandowrd QU A_AF&
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Histoire rapide de la cryptographie civile

* Cryptographie
e Clé publique
* Clé secrete
* Post-quantique

* Protocole zero-knowledge

e Systemes homomorphiques

 MPC ( https://www.mpcalliance.org/ ) : multi party computation

Lundi cybersécurité - 13 avril 2026 - Jean-Jacques Quisquater
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Histoire : plus de détails

Systeme a clé publigue : Diffie-Hellman, Merkle

* Turing

* Factorisation (Don Knuth, Jevons)

* Exponentielle (John Gill lll : relation avec Norbert Cot)
signature
RSA

Systeme basé sur l'identité
* Carte a puce (éviter le détournement, vu de France)
e Shamir (presque correct)

Goldwasser, Micali, Rackoff

Fiat-Shamir

Astuce Fiat-Shamir pour non-interactif
Guillou-Quisquater (Desmedt, Simmons)
Etc



ldée de
Ralph Merkle
(automne 1974)

C.S. 244
Face 1114

Topic:

Assumptions:

Method 1:
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Project Proposal

Establishing secure communications between seperate
secure sites over insecure communication lines,
No prior arrangements have been made between the two
sites, and it is assumed that any information known
at either site is known to the enemy, The sites,
however, are now secure, and any new information will
not be divulged,
Guessing, Both sites guess at keywords, These
guesses are one-way encrypted, and transmitted to the
other site, If both sites should chance to guess at

the same keyword, this fact wlill be discovered when
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For more information about the events in the Fall of 1974, you can read the Computer History Museum's interview:

o

] Computer Ralph Merkle: 2011 Fellows Interview

Y History Public-Key Cryptography
# Museum

I
o1l

1Q

]

CS 244

In the Fall of 1974, as an undergraduate, I enrolled in CS244, the Computer Security course offered at UC Berkeley and taught by Lance Hoffman. We were required to submit two project proposals, one of which we would complete
for the course. I submitted a proposal for what would eventually become known as Public Key Cryptography -- which Hoffman rejected. I dropped the course, but kept working on the idea.

Unfortunately, I lost track of the proposal and didn't find it again until September 8th, 2005, while cleaning out some boxes of old folders. There, neatly labeled "244 Project Proposal" was a folder containing the original 7 page project
proposal. I've scanned it in for those interested in this bit of historical arcana.

The original CS244 project proposal from Fall of 1974 (7 page PDF).

Besides describing "Method 1," now better known as the puzzles method, the project proposal goes on to discuss "Method 2" which involved converting a "two-way encryption technique" into an "apparently one-way encryption
technique" which would then be transmitted to the "other site" which would use it to encrypt messages. The only way to decrypt the messages would be with the original "two-way technique from which it [the one-way technique] was
derived." The project proposal notes that "This method would also have advantages in other applications..."

After Hoffman rejected this proposal, I rewrote it to be shorter and simpler. Following is the two-page simplified version, resubmitted to Hoffman and showing his comments.

The second project proposal (2 page PDF).

Submitting to CACM

Hoffman continued to show little interest so I dropped the course, but kept working on the idea. I showed an early draft to Bob Fabry, then on the faculty at Berkeley, who immediately recognized it as both novel and valuable and said
"Publish it, win fame and fortune!" I then submitted it to Susan Graham, then an Editor at the Communications of the ACM in August of 1975. As I was to learnljFabry's response was rare.

Graham sent my submitted paper out for review and received the following response from an "experienced cryptography expert” whose identity is unknown ti hi!ay:
"I am sorry to have to inform you that the paper is not in the main stream of present cryptography thinking and I would not recommend that it be published in the Communications of the ACM."
"Experience shows that it is extremely dangerous to transmit key information in the clear."

With this blanket rejection of public key cryptography by an "expert", she rejected my article. She "was particularly bothered by the fact that there are no references to the literature. Has anyone else ever investigated this approach. If
they consider it and reject it, why?"

I had failed to provide any references to the prior work on public key cryptography, and the reasons previous workers in the field had rejected it as impossible. I should have looked up "public key cryptography" on Google before
submitting my paper. My defense is feeble: there was no Google, the term "public key cryptography" did not yet exist, and there were no previous workers in the field. There were no words for what I had done, and looking up a
concept to show that no one had previously thought of it is difficult. This is not a unique problem: it illustrates a problem faced by anyone trying to explain a new idea to an "expert" who expects a properly referenced article anytime
anyone tries to explain something to them. The more a new idea is unrelated to any prior idea or concept the more it must appear as a squawling bastard, naked and alone, appearing de novo and lacking any respectable pedigree or
family to vouch for its acceptability.

I have a copy of the paper apparently made shortly after the first rejection, which includes revisions to make it so obvious that even the "cryptography expert" would be able to understand it. It is dated December 7th 1975.

The first rejection by CACM left me confident that no one had previously investigated this approach, as the "experienced cryptography expert" had rather obviously failed to understand what was being proposed and private
conversations suggested that no one else had heard of the idea, either. So I persisted for the simple reason that (a) the idea was sound, so CACM would eventually have to concede this fact and publish the article and (b) they would then
have to include the original submission date -- which I would lose if I re-submitted anywhere else, even if that somewhere else miraculously had a clearer understanding of the concept.

And so it proved. CACM eventually published the paper, though only after almost three years of delay, and only after others (who were better able to persuade their editors to publish in a timely fashion).
Lundi cybersécurité - 13 avril 2026 - Jean-Jacques Quisquater 21
For historical background, see The First Ten Years of Public-Key Cryptography, by Whitfield Diffie, Proc. IEEE, Vol. 76, No. 5, May 1988, pages 560-577.
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A Method lfor Ohbtaining Digital Signatures and Public-Key Cr)‘ptosysiems*

by R. L. Rivest, A. Shamir, and L. Adleman
MIT Laboratory for Computer Science
Technical Memo LCS/TM82
Cambridge, Mass, 02129
April 4, 1977 (Revised December 12,1977)

Abstract

We present an encryption method with the novel property that publicly revealing an
encryption key does not thereby reveal the corresponding decryption key. This has two important
consequences:

(1) Couriers or other secure means are not needed to transmit keys, since a message can be
enciphered using an encryption key publicly revealed by the intended recipient. Only he can
decipher the message, since only he knows the rnrrsspundirg LI.E;_.--_.«pt'zun key

(2) A message can be "signed” using a privately-held decryption key. Anyone can verify this
signature the corresponding publicly revealed encryption key. Signatures cannot be forged,
and a r cannot later deny the validity of his signature. This has obvious applications In
“electronic mail” and “electronic funds transfer” systems.

A message is encrypted by representing it as a2 number M, raising M.to a publicly-specified
power e, and then taking the remainder when the resulkt is divided by the publicly specified
product n of two large secret prime numbers § and q. Decryption is similar; only a different,

et, power @ Is used, where exd = mod(g-13(g-1)). The security of the system rests in part on the
difficulty of Factoring the published divisor, n

Key words and phrases: digital signatures, public-key cryptosystems, privacy, authentication,
security, factorization, prime number, electronic mail, message-passing, electronic funds transfer,
cryptography.

CR categories: 525, 315, 350, 3.8, 212

# This research was supported by National Science Foundation grant MCS76-14294, and the Office
of Naval Research grant number N0OO0I4-67-A-0204-0063.




A-B : Alice et Bob

Preuve

Preuve que j’ai une preuve
Alors on ne peut pas me copier

Prouveur et vérifieur



preuve

* Une preuve est un élément matériel, un témoignage ou un
raisonnement servant a établir de maniere certaine la vérité ou la
réalité d'un fait, d'un acte ou d'un sentiment. Elle permet de
démontrer, de vérifier ou d'attester une affirmation. (Larousse)

e vraisemblance



Preuve par 9

24
X 12

48
24

288 =9 =0

298 ?

18 =0

Si preuve est OK,
le résultat peut étre faux

Si la preuve rate,
le résultat est faux.



Autre exemple : Algorithme de Luhn

Luhn Algorithm

412 (6| 3|9 (8 |2|6|4|0(2|6|9[2]9]|°9

rightmost digit,

X2 X2 X2 X2 X2 X2 X2 X2 vahis of svery
8 2|12 3|18/ 8|4 6|8 0|4 |6 (18| 2 (18] 9 RS
8|2 |2x1| 3 |18 8 |4 | 6|8 |04 |6 |18 2 [1+8| 9

8 2|3 3|9 8| 4|,6|8|0(4/6|9|2[9]|9

8B+2+3+3+9+8+4+6+8+0+4+6+9+2+9+9=90
90 Modulo(%) 10 = 0 Then 4263982640269299 Valid Number
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Zero-Knowledge Protocols

Jean-Jacques Quisquater
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card terminail

5 spy (on-line)
fake prover (copy or false identity)
) fake verifier
) database of users and passwords (hash or ¢




Problems: prover side

* Copy of the password (stealing, coercion, radiations, ...), and use in
another context,

* Spying during the communication, ...



Problems: verifier side

* Terminal side: (fake terminal, coercion, radiations, ...),
e Several terminals for verification,

* How to verify? Need of some initial reference!



Better?

* One-time password! Any copy is not useful anymore,
 Solution: don’t use the password!

* Implementations!



Solutipns

User (prover) Computer (verifier)
visitor warden
driver car
card terminail

PROVER —_—) VERIFIER |




User (prover)
visitor
driver
card

PROVER

proof of
possession of
password

Solutipns

Computer (verifier)
warden
car

terminal

VERIFIER |




User (prover)
visitor
driver
card

PROVER

Solutipns

Computer (verifier)

warden
car
proof of terminail
possession of
password
VERIFIER
new proof for |

eqach interaction



Solutipns

User (prover) Computer (verifier)
visitor warden
driver car
card proof of terminal

possession of

password
PROVER =———————=—=—=—3P [ VERIFIER
new proof for

eqach interaction

% Nno possible copy of password (always inside) and
tamperresistant object




Smart cards

* Physically secure object (permament memory, ...),
* Computing power for cryptography,
* Related to people (PIN, biometry?, possession, ...)



What is a Zero- Knowledge Proof?

A zero—knowledge proof is a way that a “prover” can prove
possession of a certain piece of information (bits) to a “verifier’

without revealing it.

This is done by manipulating data provided by the verifier in a way that
would be impossible without the secret information in question.

A third party, reviewing the transcript created, cannot be convinced that
either prover or verifier knows the secret.



Proof of possession of password

* Protocols zero-knowledge (Fiat-Shamir, GQ, ...)
* Only using the password in an internal computation

* Verification of the proof is very specific




The Cave of the Forty Thieves

(Ali-Baba)
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Peggy knows the secret of the cave. She wants to
prove her knowledge to Victor, but she doesn’t
want to reveal the magic words.

Here’s how she convinces him:
(1) Victor stands at point A.

(2) Peggy walks all the way into the cave, either to
point C or point D.

(3) After Peggy has disappeared into the cave,
Victor walks to point B.
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(4) Victor shouts to Peggy, asking her either to:
(4.1) come out of the left passage or
(4.2) come out of the right passage.

(5) Peggy complies, using the magic words to
open the secret door if she has to.

(6) Peggy and Victor repeat steps (1) through (5)
n times.



Comment.

The technique used in this protocol is called
cut and choose, because of its similarity to the
classic protocol for dividing anything fairly:

(1) Peggy cuts the thing in half.
(2) Victor chooses one of the halves for himself.
(3) Peggy takes the remaining half.

It is in Peggy’s best interest to divide fairly in
step (1), because Victor will choose whichever
half he wants in step (2).



Properties of Zero-Knowledge Proofs

 Completeness — A prover who knows the secret information can
prove it with probability 1.

* Soundness — The probability that a prover who does not know the
secret information can get away with it can be made arbitrarily small.



Computational Assumptions

* A zero-knowledge proof assumes the prover possesses unlimited
computational power.

* It is more practical in some cases to assume that the prover’s
computational abilities are bounded. In this case, we have

a zero-knowledge argument.



Applications

e Zero-knowledge proofs can be applied where secret knowledge too
sensitive to reveal needs to be verified

e Key authentication
* PIN numbers
* Smart cards



Limitations

* A zero-knowledge proof
is only as good as the
secret it is trying to
conceal

e Zero-knowledge proofs
of identities in particular
are problematic

e The Grandmaster
Problem

e The Mafia Problem
e etc.




Identification Tokens — or:
Solving The Chess Grandmaster Problem

Thomas Beth Yvo Desmedt*
Fakultdt fir Informatik Dept. EE & CS
Universitit Karlsruhe Univ. of Wisconsin -
Germany Milwaukee, U.5.A.

Abstract. Fiat and Shamir have proposed to use rero-knowledge interactive proofs
to obiatin secure identificolion mechanisms. Real time attacks in which active eaves-
droppers relay questions and answers or in which the prover helps deliberately an
impersonator have been described {{]. In this paper a solution against such frauds is
given and (based on some physical essumptions] it is proved that the selulion protecis
against the real-time attacks.

1 Introduction

The use of zero-knowledge interactive proof systems for identification purposes was
proposed by Fiat and Shamir [7]. Later Fiat and Shamir [8] have extended this idea
to- the process of ideulilication without baving to rely on physical description (see
also {6]).

In this paper we will describe interactive proof systems and the process of iden-
tification from a game theoretic vicwpoint. The game model is an essential tool in
this paper. It will allow us to formalize the concept of the so called mafia and ter-
rorigt fraud [4] based on the idea of simultaneous display [2]. The purpose of this
paper is to present a model which allows to solve the “Chess Grandmaster” problem,
into which the identification problem will be converted. Such a2 model enables us to
present an identification scheme which is provably sccure against the aforementioned
real-time atiacks. This scheme does not rely on physical description of the individual
who is identifying himself. We are not concerned about the rental fraud [4], but we
will discuss it briefly at the end.

*Work done while visiting the EISS, University of Karsruha, West Germany.

A.J. Menezes and S.A. Vanstone (Fds.): Advances in Cryptology - CRYPTO "90, LNCS 537, pp. 169-176, 1991.
© Springer-Verlag Berlin Heidelberg 1991




GQ protocol (1988)

* System Parameters
 Private: p, g, s=v! mod ¢(n)
* n=pq,v>2
* User Parameters
* The secret of A with J,=f(l,) is J,©° mod n

* Protocol Messages (Repeat t times)
* A sends to B(Commit): |,, x=r mod n for a randomr
* B sends to A(Challenge): a random e with 1=<e=<v
* A sends to B(Response): y=rs,® mod n

* Verify
* B computes z=1J,6y¥ mod n

* Accept A’s proof of identity ifz=xand z#0
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GQ Identification Protocol

A B

[,,x=r"(mod n)

e,wherel<e<v

——

y=r-s(modn)

—

[fz=J-y" #0(modn)and z = x,
then B accepts the proof;

otherwise, B rejects the proof.






Goldwasser, Micali et Rackoff (GMR)

* Manuscrit de 1982 (!), pas accepté facilement :

refusé 3 fois (FOCS 83 et 84, STOC 84), accepté a
STOC 85 (extended abstract), et finalement publié
en 1989, dans SIAM J. Computing,

* Donc, pas présenté a une conférence CRYPTO,

Lundi cybersécurité - 13 avril 2026 - Jean-Jacques Quisquater
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bility, say, i‘l- and rightfully be convinced of its

correctness with very high probability, say, 1 - ?I.-
Our proofs are interactive. To efficiently verily the
comectness of a statement, the “recipient” of the
proof must actively ask questions and receive answers
from the "prover”,

In the second part of the paper, we address the
following question:

How much knowledge should be communicated

when m's factorization s not given. Morcover, all
known NP proofs for this problem exhibit the prime
factorization of m. This indicates that adding interac-
uon o the proving process, may decrease the amount
of knowledge that must be communicated in order to
prave a theorem.

2. Interactive Proof Systems

Much effort has been previously devoted to
make orecise the notion of a theorem-provine pro-

Lundi cybersécurité - 13 avril 2026 - Jean-Jacques Quisquater

connections between 2
991,034 ~” 12,887 a L 1] &| PDFfeReader . i
experience, people, a
and technology.
H— i
The Knowledge Complexity of Interactive Prool-Systems
~ Make the Connection
(Extended Abstract)
Shafi Goldwasser  Silvio Micali  Charles Rackofl interactior =
MIT MIT University of Toronto . Interactions.acm.org
&
1. Introduction We propose o classify languages according to the
In the first part of the paper we introduce a  amount of additonal knowledge that must be ]
new theorem-proving procedure, that is a new g relcased for proving membership in them,
cient method of communicaiing a proof Any such Of particular interest is the case where this addi- B
mcthod implies, directly or indirectly, a definition of  tional knowledge is essentially 0 and we show that is
proof. Our "proofs” arc probabilistic in nature, On possible 1o intcractively prove that a number i qua-
input an n-bits long stalement, we may crroncously dratic mon residue mod i releasing 0 additional ° ACM Al Letters
be convinced of its cormectness with very small proba- knowledge. This is surprising as no eficient algorithm
for deciding quadratic residucsity mod m i€ known <

58



Du doctorat a Berkeley (1982) au Prix Turing
(2012) via le MIT (1983-...)

COMMUNICATIONS
ACM

Shafi Goldwasser j
Silvio Micali

ACM's AM. Turing [P
Award Recipients |
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Rencontres

* Premier CRYPTO 81 : je n’y vais pas

A CRYPTO 82, Louis rencontre Shafi et Silvio

e « coup de foudre scientifique » de la part de Louis

* Je les rencontre a CRYPTO 83 : jeu subtil sur la plage SB avec Silvio

* Et je comprends tres vite gu’ils ont découvert une pépite sans en savoir
bien plus



Gilles Brassard et Philips Research

* 3 mois au printemps 1988
e Elaboration de la caverne d’Alibaba

* Editeur des proceedings de CRYPTO 89 ou se trouve le papier original
de la caverne



Gilles Brassard et la France (ENS)

* 1994 (CNRS, ENS-Ulm)

* Donne cours au DEA



Claude Crépeau et ZK

* Cours commun a I’'ENS-Ulm : 1995 (?)

* |dée du clavier pour code secret



Edited by David Chaum

Lundi cybersécurité - 13 avril 2026 - Jean-Jacques Quisquater
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RSA Lab

6.3.5 WHAT ARE THE IMPORTANT PATENTS IN CRYPTOGRAPHY?

Hera |s a selaction 0f some of e Imporant 2nd wel estanlisnad patanis In crypiocraphy, INCluding several expired patents of Nistorical interest. The axplration date Tor patents used to be 17 years afer
issuing, but for oulstandning patenis as of June 8, 1995 (the day the United Siates rafified the GATT patent treaty), the expiration date is 17 years after the date of issue or 20 years affer the date of filing.
whichever is later. Today, Ihe expiration dale for U.S. patents is 20 years from filing. pursuant to the international standard

5. Patent 3982539
Filed: February 24, 1975
Issued June 8, 1976
Inventors: Ehrsam ot al
Assignee. IBM

This patent covered the DES cipher and was placed in the public domain by IBM. It is now expired.

Diffie-Hellman

U3 Patent 4 200,770

Filed: September 6, 1977

fssued: April 23, 1950

[nventors: Hellman, Difie, and Merile
Assignee: Stanford University

This is the first patent covering & public-key cryptosystem. It describes Diffie-Heliman key sareement, as well 25 a means of authentication using long-term Diffie-Helman public keys. This patent is now
expirad

Public-Key Cryplosystems
U.5: Pafent 4 218,532

Filed: October G, 1977
lssued August 19, 1920
Inventors: Heliman and Merkle
Assignee Stantord University

The Heliman-Merkle patent covers public-key systems based on the knapsack problem and now known (o be insecue s bioader caims cover general methods of public-key encryption and digital
signatures using public keys, This patent is expired.

REA

U.5: Pafent 4 405,329

Filed: Dacember 14, 1977

lesued: September 20, 1333

fmvenfors: Rivesl, Shamir, and Ademan
Assignes: MIT

Thic patent descrives the RSA public-key cryptosystem as used for both encryption and signing. i served as the basic for the founding of RSADSI

Fiat-Shamir idenfification
[.5. Patent 4748658
Filed: July 9, 1986
leaued: May 31, 1932
tventors: Shamir and Fiat
Assignee: Yeda Research and Cevelopment {Israel)

Thic patent describes the Fizt-Shamir identification scheme

Control vectors

U.5. Pafent 4,850,017

Fiied May 29_ 1987

lssued: July 12, 1080

fnventors. Matyas. Meyer, and Brachil
Assignes IBM

Patent 4 850,017 = the most promment among 3 number descnbing the usa of control vecters for key management. Thus patent descnbes 2 method enabing a deccnipbon of privileges to be bound fo a
cryptographic key, serving as a deterrent to the key's misuse

GQ identification

L5 Patent 5140634

Filad: October 8, 1001

lssued: August 18, 1992

Inventors: Gulllon and Quisquater
Assignee: U.S. Phillips Corporation

This patent descrives the GQ idenfification scheme.

Lundi cybersécurité - 13 avril 2026 - Jean-Jacques Quisquater
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How To Prove Yourself:
Practical Solutions to Identification
and Signature Problems

Amos Fiat and Adi Shamir
Department of Applied Mathematics
The Weizmann Institute of Science
Rehovot 76100, Israel

Abstract.

In this paper we describe simple identification and signature schemes which enable any user
to prove his identity and the authenticity of his messages to any other user without shared
or public keys. The schemes are provably secure against any known or chosen message attack
if factoring is difficult, and typical implementations require only 1% to 4% of the number of
modular multiplications required by the RSA scheme. Due to their simplicity, security and speed,
these schemes are ideally suited for microprocessor-based devices such as smart cards, personal
computers, and remote control systems.

1. Introduction

Creating unforgeable ID cards based on the emerging technology of smart cards is an im-
portant problem with numerous commercial and military applications. The problem becomes
particularly challenging when the two parties (the prover A and the verifier B) are adversaries,
and we want to make it impossible for B to misrepresent himself as A even after he witnesses and
verifies arbitrarily many proofs of identity generated by A. Typical applications include passports
(which are often inspected and photocopied by hostile governments), credit cards (whose numbers
can be copied to blank cards or used over the phone), computer passwords (which are vulnerable
to hackers and wire tappers) and military command and control systems (whose terminals may
fall into enemy hands). We distinguish between three levels of protection:

1) Authentication schemes: A can prove to B that he is A, but someone else cannot prove
to B that he is 4.

2) Identification schemes: A can prove to B that he is A, but B cannot prove to someone
else that he is A.

3) Signature schemes: A can prove to B that he is A, but B cannot prove even to himsglf
that he is A.

Authentication schemes are useful only against external threats when A and B cooperate.
The distinction between identification and signature schemes is subtle, and manifests itself mainly
when the proof is interactive and the verifier later wants to prove its existence to a judge: In iden-
tification schemes B can creatas a credible transeript of an imaginary communication by carefully
choosing both the questions and the answers in the dialog, while in signature schemes only real
communication with A could generate a credible transcript. However, in many commercial and
military applications the main problem is to detect forgeries in real time and to deny the service,

1. Odlyzko (Ed.): Advances in Cryptology - CRYPTO "86, LNCS 263, pp. 186-194, 1987.
pringer-Verlag Berlin He
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In this paper we describe simple identification and signature schemes which enable any

user to prove his identity and the authenticity of his messages to any other user without

shared or public keys. The schemes are provably secure against any known or chosen

message attack if factoring is difficult, and typical implementations require only 1% to 4%

of the number of modular multiplications required by the RSA scheme. Due to their

simplicity, security and speed, these schemes are ideally suited for microprocessor-based

devices such as smart cards, personal computers, and remote control systems.
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If the physical description of a person would be unique and adequately used and tested,
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some new frauds exist. The Feige-Fiat-Shamir scheme always suffers from these bauds.

Using an extended notion of subliminal channels, several other undetectable abuses of the

Fiat-Shamir protocol, which are not possible with ordinary passports, are discussed. This

technique can be used by a terrorist sponsoring country to communicate 500 new words of
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Vers GQ

* Louis et moi avons eu la chance d’assister au CIRM (Marseille) au
premier exposé « public » du protocole de Fiat-Shamir en juin 1986

(il y @ eu un exposé un peu avant, a Londres, mais interne)
* Fiat et Shamir déposent un brevet en juillet 1986

* Validité donc contestée : dépend de la notion de public (< 30
personnes dans une audience ...)
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Comment « prouver » qu’'un nombre est aléatoire ?

* Question que Yvo Desmedt et moi nous nous posons suite a un article
de Gus Simmons (1983) lié au contrble des essais nucléaires (un
nombre qui contient une information subliminale n’est pas aléatoire)



Timeworld 2021 : le hasard au CNAM
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Découverte d’un protocole qui prouve gue ['on
connait I'input d’'une fonction de hash sans la donner

* But : prouver que l'on connait un nombre, sans le donner, et le
résultat, 'output, s'approche d’'un nombre aléatoire, mas pas
totalement : basé sur I'exponentielle discrete et le RSA

 Jexplique cela a Louis : « Tu as généralisé Fiat-Shamir ! »

e On écrit vite, un brevet, un article soumis a EUROCRYPT 88 (Louis n’y
sera pas) et, vu les conditions, je rédige les slides dans le train



Le premier article GQ : ping-pong

* Ayant rédigé |'article avec Louis (un résumé), je 'envoie a EUROCRYPT
88 (Davos)

* Hélas, I'envoi revient un mois apres sans avoir éteé recu,
* Le délai de soumission est passe,

e Apres contact avec le program chair, je renvoie |'article et ... il est
accepte
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A “Paradoxical” Indentity-Based Signature Scheme
Resulting from Zero-Knowledge

Louis Claude Guillon ! and Jean-Jacques Quisquater

1 Centre Commun d'Etudes de Télédiffusion et Télécommunications
CCETT, BP 58; F-35 512 Cesson-Sevigné Cédex, France

2] Philips Research Laboratory Brussels
Aveaue Van Becelaere, 2; B-1170 Brussels, Belgium
E-mail: jjg@prib2.oucp

ABSTRACT

At EUROCRYPT'S8, we introducad an i i X dge protocal (Guillow and
Quisquater [13]) fitted to the authentication of tamper-resistant devices (e.g. smart rards,
Guillou and Ugen [14]}.

Each security device stores its secret authentication number, an RSA-lke signature
eemputad by an authority from the device identity. Any transsction between a tarmper-
resistant security device and a verifier is limited to a unique interaction: the devies sends
its identity and a random test number; then the verifier tells a random large question; and
finally the device answers by a witness number. The transaction is successful when the test
pumber iz reconstructed from the witness number, the question and the ulmhy thdlng
to numbers published by the authority and rulss of rednndaney possibly st

This protocol allows a cooperation between users in such a way that a group of cooper-
ative users looks like a new entity, having a shadowed identity the produst of the individual
shadowed identities, whils each member reveals nothing about its secret.

In asother io, the secret is partitioned betwsen distinét devices sharing the same
identity. A group of eooperative users looks like a unique wser having a larger public
exponeat which is the greater common multiple of each individual exponent.

In tlm pnpu. additional features ase h:.tmdnml in order to provide: firstly, & mutual
k lcati: m"bnth i g entities and p:nlaus]y gxdmn.gl!d Inel
sages, and, secondly, a digital sign: af with a pon-int
protocol, The problem qun!hplc signature is ndvnd here in & very anast way due to the
passibilities of cooperation hetween users,

The only secret key is the factors of the composite number chosen by the authority
delivering one authentication number to each emart card. This key is not known by tim
user, At the user lavel, such a scheme may be idesed as a keyless identity-based i
scheme. ‘This integrity has a new and important property: it cannot be misused, fe. dmmi
into a confidentiality scheme.

Keywords: cryptology, factoring, complexity, randomization, zero-knowledge in-
bcrul.lvc proofs, ideatity-based system, public key system, intégrity, identification,
ion, digital sig

. Oolduassce (T} Advanices ba Ctypeobogy - CRYPTO 88, LNCS 303, pe. 216-231, 1990
i Springar-Varlag Barlin Hedabherg 1500
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as! Pas de

Publication mal agencee, hé
chance.

* 2 papiers soumis a CRYPTO 88, chair person : Shafi Goldwasser
e 'un par Louis seul suite a I'article (FOCS 84)
A "paradoxical” solution to the signature problem
Shafi Goldwasser, Silvio Micali, Ronald L. Rivest

e 'autre a nous deux : I'article complet sur le protocole GQ, y compris
multisignatures et identifications

* Un seul papier accepté a condition de combiner : impossible, nous
ajoutons seulement le mot paradoxical dans le titre !

* Springer modifie le titre en indentity
 Dawn Crowel (MIT) édite mal cet article ... (assemblage de 2 versions !)



Venue de Amos Fiat en moto de SFO

e Pour nous serrer la main devant Adi Shamir ©



La suite de GQ : le brevet

* Le brevet se fait correctement

* Et tres vite, RSA inc nous demande la possibilité de 'utiliser et des
licences pour les USA

* Philips et France Telecom nous chargent de négocier le contrat (!)

* Nous reprenons les termes de RSA inc pour ['usage du RSA |la ou leur
brevet est valable (en industriel, 30 S par licence)

* RSA inc fournit une (oui 1) licence a Novell, pour test

* Grace a Dorothy Denning, nous découvrons que Novell I'utilise pour
obtenir une certification haute en sécurité ... dans leur OS NDS



Report of Novell to sec.gov (a trouver

NetWare 4.x

As a network operating system providing basic file and print services, NetWare provides security comparable to NT's. Like Unix, NetWare 4.0 and Novell Directory Service (NDS) store user passwords hashed with a salt value, which is
the user's 32-bit user ID. Unlike NT and Unix. NetWare employs public key cryptography to fully authenticate the user to servers under NDS control and to maintain data integrity during login sessions. The password serves as an
encryption key to protect the user's private key. A user logs in to NDS by proving to NDS that he or she knows the password through encrypted challenge-response exchange, at which point NDS securely conveys the user's private key to
the user's workstation. Instead of using this permanent private key for data signatures, the workstation uses it to compute a temporary Gillou-Quisquater (GQ) key. which has two advantages. First, it's faster to use for signatures and
second it's valid for only a defined period of time, thus limiting the amount of damage that rogue workstation software could do if it got possession of the key. The workstation doesn't store either the user password or the private key.
Once the user logs in and his or her workstation generates a session GQ key, the workstation and the servers under NDS can mutually authenticate themselves through their public keys. They also safeguard the integrity of much of the
data exchanged between them by digitally signing the first 52 bytes of each packet. Like NT, NetWare maintains Access Control Lists for the network objects (files, directories, printers, servers, etc.) under its control. Each of these
Access Control Lists can grant or deny a variety of access rights either to individual users or to various groups. However, NetWare's security differs from NT's in that NDS supports multiple hierarchical levels from the tree root down
through organizational units (including subsidiary organizational units) and multiple servers, each containing directories, files, printers, and other network resources. NDS allows the administrator to define security privileges at any of the
levels, while NT 4.0's directory structure supports only domains at the top level and servers within each domain. (We discussed NT 5.0's more advanced distributed security earlier in this report.)

1st Security Agent Mail Bomber Security Administrator PC Lockup Access Lock Access Administrator Pro

4= El
|

http//www.softheap.com
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Novell décline et devient opentext

* Il y a toujours des versions en cours et de la maintenance



Une puce belge ZK pour cryptomonnaie (1996

(@ What is this page? /> Embed badge o
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/K est vraiment utilisé tres tot

* Voir I'usage par Novell dans le cadre de NDS

 Utilisation en TV a péage pour authentifier la carte de I'abonné vis-a-
vis du décodeur (Fiat-Shamir)

Modem

Lundi cybersécurité - 13 avril 2026 - Jean-Jacques Quisquater 90



Au Japon aussi, et en Afrigue du Sud
* En pur piratage

* Le brevet n’est toujours pas approuvé au Japon (!)
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Standards -

* |SO

* NIST

* GSMA

* [ETF

* W3C

e Z/Kproof.org
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ZKProof Standards

A global movement to standardize and mainstream advanced
cryptography by building a community-driven trust ecosystem
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May 9-10, 2026
Rome PLONK-ISH

zkproof.org
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Ali-baba et |a caverne

* Tres tot Philips France voudrait utiliser GQ pour leurs cartes a puce
* Reste a convaincre leurs directeurs ...

* Mission : 15 minutes pour convaincre des directeurs qui ne
connaissent rien a la cryptographie

* Avec Louis nous avions déja pensé a cela en utilisant des variantes de
I"isomorphisme de graphes (avec des élastiques et des clous) mais
cela s’éloigne d’'une idée simple, aussi avec un labyrinthe

* JJ/imagine alors |la caverne d’Alibaba et comme testeur, j'ai d’abord
Gilles Brassard



Visite chez Louis

* Je raconte cela a Louis, et, de loin, a sa famille

* Et nous décidons de présenter cela a CRYPTO 89 : trop tard, ce sera
pour la rump session

 Tom Berson, aussi un écrivain pour livres d’enfants, se propose pour
mettre I'histoire sous forme de conte

* Et ce fut accepter pour les proceedings (a cette époque, postérieur)
avec max 4 pages

 J’ai encore le fichier LaTeX et les figures en postscript



Bob does not know what path Alice took
inside the cave, but randomly chooses a path
to ask Alice to take back to the entrance.
This process repeats multiple times.

Alice selected a path randomly
within the cave to get to the
passcode locked door
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Article CERN sur la découverte du boson

e 2100 auteurs !



GSMA : le futur des PETs

Solutions and impact Discover Getinvolved Aboutus  Newsroom

Privacy-enhancing technologies: The next frontier

To navigate this complexity, many operators are turning to Privacy Enhancing Technologies
(PETs), tools that allow personal data to be used without exposing it, a model supported by the
GSMA.

Key PETs gaining traction include:
+ 7ero-Knowledge Proofs: Which allow one party to prove something to another without revealing
the underlying data.
« Differential Privacy: Which adds statistical noise to datasets to protect individual identities.

+ Homomorphic Encryption: Which enables computation on encrypted data without decrypting it.

These technologies are especially promising for fraud prevention, where real-time insights are critical
but personal data must remain protected.

Preventing function creep

Another aspect relevant in the API space is function creep, the risk that data collected for one
purpose (e.g. fraud prevention) could be repurposed for ancther (e.g. marketing).

To address this, Open Gateway APls embed the purpose and legal basis for processing any personal
data into the API specification itself. This means that if an APl is designed for fraud detection under a
leaiti : i ;
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Ma part dans les brevets GQ

* GQ1 : par contrat, 25 % des revenus (royalties)
e Rien vu car pratiquement pas de revenus (cependant proces Novell)

* GQ2 : par contrat, 15 %

* UCLouvain refuse de participer

* Vendu comme partie d’'une famille de brevets : j'ai eu ma part, dépensée pour
aller a des conférences scientifiques
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Nathan Myhrvold
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From Wikipedia, the free encyclopedia

Read Edit View history Tools v

This article's lead seclion may be too short to adequately summarize the key points.

Ci‘::';‘)) Please consider expanding the lead to provide an accessible overview of all important

aspects of the article. (October 2021)

Nathan Paul Myhrvold (born August 3, 1959) is an American inventor, scientist, and
businessman, former Chief Technology Officer al Microsofl, co-founder of Intellectual
Ventures and TerraPower, and the principal author of Modernist Cuisine and its
successor books.

Early life and education ;ea

Myhrvold was born on August 3, 1959, in Seattle, Washington, to Norwegian American
parents. He was raised in Santa Monica, California.[! where he attended Mirman
Schooll?l and Santa Monica High School, graduating in 197451 and began college at
age 14!

Transferring from Santa Monica College, he studied mathematics (B.Sc.), and
geophysics and space physics (Master's) at UCLA.! He was awarded a Hertz
Foundation Fellowship for graduate study and studied at Princeton University, where he
earned a master's degree in mathematical economics and completed a Ph.D. in applied
mathematics after completing a doctoral dissertation litled "Vistas in curved space-time
quantum field theory" under the supervision of Mzlcolm Perry.I! For one year, he held a

postdoctoral fellowship at the University of Cambridge working under Stephen Hawking.

Career [edt]

Early career [edi]

Myhrvold left Cambridge to co-found a computer startup in Oakland, California. The
company, Dynamical Systems Research Inc., sought to produce Mondrian, a clone of
IBM's TopView multitasking environment for DOS. Myhrvold served as Dynamical
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Nathan Paul Myhrvold

Myhrvold in 2016
Born August 3, 1959 (age 66)
Seattle, Washington, US
Alma mater University of California, Los
Angeles (BS, MS)
Princeton University (MS, PhD)

Spouse Rosemarie Havranek

Scientific career

Institutions Intellectual Ventures, University of
Cambridge, Microsoft Research

Website nathanmyhrvold.com ¢
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Cryptomonnaies et ZK

1. Blockchains de Confidentialité (Privacy Coins)

* Zcash (ZEC) : Pionnier dans I'utilisation des preuves ZK (zk-SNARKs) pour offrir des transactions
anonymes et sécurisées.

* Concordium (CCD) : Une blockchain de couche 1 axée sur la confidentialité et I'identité, utilisant
des preuves ZK pour la conformité.

2. Solutions de mise a I'échelle ZK-Rollups (Layer 2)

visent a alléger le réseau Ethereum en traitant les transactions hors chaine (off-chain) tout en
garantissant leur sécurité via des preuves ZK.

zkSync (ZK) : Un ZK-Rollup compatible avec I'EVM (Ethereum Virtual Machine) qui permet des
transactions rapides et peu co(teuses.

Sltagklnet (STRK) : Développé par StarkWare, il utilise la technologie ZK-STARKSs pour la
scalabilité.

Immutable X (IMX) : Axé sur les NFT et les jeux, utilisant la technologie ZK pour des échanges
sans frais de gaz.

Linea : Un ZK-Rollup de type zkEVM qui a lancé son propre token.

Scroll (SCR) : Un autre zkEVM majeur qui se développe fortement.

Polygon zkEVM : Solution de mise a I'échelle de Polygon s'appuyant sur les preuves ZK.

3. Autres Ecosystémes ZK
. Orochi Network : Axé sur des solutions de preuve ZK.
. Loopring (LRC) : Un protocole d'échange décentralisé (DEX) utilisant les ZK-Rollups.
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Securing Elliptic Curve Cryptocurrencies against Quantum
Vulnerabilities: Resource Estimates and Mitigations

n Babbush - Adam Zalcman - Craig Gidney - Michael Broughton - Tanuj Khattar - Hartmut Neven - Thiago Bergamaschi - Justin Drake - Dan Boneh - arXiv:2603.28846 (2026)

Google Scholar Copy Bibtex

AbSt raCt This whitepaper seeks to elucidate implications that the capabilities of developing quantum architectures have on blockchain
vulnerabilities and mitigation strategies. First, we provide new resource estimates for breaking the 256-bit Elliptic Curve Discrete
Lagarithm Problem, the core of modern blockchain cryptography. We demonstrate that Shor's algorithm for this problem can
execute with either <1200 logical qubits and <20 million Toffoli gates or <1450 logical qubits and <70 million Toffoli gates. In the
interest of respansible disclosure, we use a zero-knowledge proof to validate these results without disclosing attack vectors. On
superconducting architectures with 1e-3 physical error rates and planar connectivity, those circuits can execute in minutes using
fewer than half a million physical qubits. We introduce a critical distinction between fast-clock (such as superconducting and
photonic) and slow-clock (such as neutral atom and ion trap) architectures. Our analysis reveals that the first fast-clock CRQCs
would enable on-spend attacks on public mempool transactions of some cryptocurrencies. We survey major cryptocurrency
vulnerabilities through this lens, identifying systemic risks associated with advanced features in some blockchains such as smart
contracts, Proof-of-Stake consensus, and Data Availability Sampling, as well as the enduring concern of abandoned assets. We
argue that technical solutions would benefit from accompanying public policy and discuss various frameworks of digital salvage to
regulate the recovery or destruction of dormant assets while preventing adversarial seizure. We also discuss implications for other
digital assets and tokenization as well as challenges and successful examples of the ongoing transition to Post-Quantum
Cryptography (PQC). Finally, we urge all vulnerable cryptocurrency communities to join the ongoing migration to PQC without
delay.
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Securing Elliptic Curve Cryptocurrencies against Quantum Vulnerabilities:

Resource Estimates and Mitigations

Ryan Babbush.!'* Adam Zalcman.!>T Craig Gidneyv,'>* Michael Broughton,!

Tanuj Khattar,! Hartmut Neven,® Thiago Bergamaschi,’»? Justin Drake,> and Dan Boneh*

Y Google Quantum AI, Santa Barbara, CA 93111, United States

2 Department of Computer Science, University of California Berkeley, Berkeley, CA 94720, United States

® Bthereum Foundation, Zeughausgasse Ta, 6300 Zug, Switzerland
* Department of Computer Science, Stanford University, Stanford, CA 94305, United States
(Dated: April 1, 2026)

The expected emergence of cryptographically relevant quantum computers (CRQCs) will represent
a singular discontinuity in the history of digital security, with wide ranging impacts. This whitepaper
seeks to elucidate specific implications that the capabilities of developing quantum architectures have
on blockchain vulnerabilities and potential mitigation strategies. First, we provide new resource
estimates for breaking the 256-bit Elliptic Curve Discrete Logarithm Problem over the secp256kl
curve, the core of modern blockchain cryptography. We demonstrate that Shor’s algorithm for this
problem can execute with either < 1200 logical qubits and < 90 million Toffoli gates or < 1450
logical qubits and < 70 million Toffoli gates. In the interest of responsible disclosure, we use a zero-
knowledge proof to validate these results without disclosing attack vectors. On superconducting
architectures with 103 physical error rates and planar connectivity, those circuits can execute in
minutes using fewer than half a million physical qubits. We introduce a critical distinction between
“fast-clock™ (such as superconducting and photonic) and “slow-clock” (such as neutral atom and ion
trap) architectures. Our analysis reveals that the first fast-clock CRQCs would enable “on-spend”
attacks on public mempool transactions of some cryptocurrencies. We survey major cryptocurrency
vulnerabilities through this lens. identifying systemic risks associated with advanced features in
some blockchains such as smart contracts, Proof-of-Stake consensus, and Data Availability Sampling
mechanism, as well as the enduring concern of “abandoned” assets. We argue that technical solutions
would benefit from accompanying public policy and discuss various frameworks of “digital salvage” to
regulate the recovery or destruction of dormant assets while preventing adversarial seizure. We also
discuss implications for other digital assets and tokenization as well as challenges and successful
examples of the ongoing transition to Post-Quantum Cryptography (PQC). Finally, we urge all
vulnerable cryptocurrency communities to join the migration to PQC without delay.
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