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':;g@ MEDEF | Université En visioconférence

Hauts-de-Seine i
de Paris Protection des intéréts vitaux, modélisation de la

“ L4
—f'Les‘/:(( /L U —I)de propagation et libertés fondamentales : quelle place

pour la cybersécurité dans la lutte contre le COVID-19 ?

Maxime Cartan : Président de Citalid, membre de 'ARCSI
Céline Barbosa : Juriste, membre du CEFCYS et de ’ARCSI

la Cyb&#Sécurité »

Lundi 11 mai 2020
a partir de 18h00
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Définitions

* Intelligence artificielle :
+ Référence a « intelligence »
» Machine learning, data mining...

« Par extension, « Faire faire aux machines des activités que |'on attribue
généralement aux animaux et aux humains » (Yann LeCun)

 Intelligence humaine : 9 types selon Gartner
Logique,

linguistique,

kinesthésique,

spatiale,

musicale,

interpersonnelle,

intrapersonnelle,

naturaliste,

existentielle 4
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RBC — INNOVATION WEEK — DATA MONETIZATION

Al vs Data-valorization ? An Introduction

Artificial Intelligence is a scientific field based on mathematics, algorithmics and
computer science. The goal is to make a program able to perform a task
normally requiring human intelligence : decision-making, speech recognition,
visual perception...

Al is the planet we're headed to.
Machine learning is the rocket that’s going to get us there. And Big Data is the fuel.

Pedro Domingos — Washington university
Deep learning

First learning algorithms appeared as soon as the mid-20t century, initiated by the
work of Turing and Shannon. Neural networks originate in the 80’s. But we had to
wait for the 2010’s to take advantage of them, thanks to the massive growth of
data and the power of computers.

From an industrial perspective, we don't really care of what is Al...and the only real question is

« how can I leverage business value from data ! »
(The best algorithm is the one answering a need...not the « rocket science one »)
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The hottest and loudest topics are only a small fraction of the potential Use Cases of
Data-valorazation

AI/Data
market accelerator

Robotic
Process
Natural Automation
Language
Processing Image recognition

Chatbots Voice

Web mining

Text mining

Rest of the AI/Data world

Strong or weak assistance to core business
functions : Dynamic Data-Viz, AI-driven
processes, client segmentation, investments
earmarking, market supervision, anomaly
detection, preventive security, behavior
analytics...

confidentiel | © WAVESTONE / 7
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Paradigm change: from « Alerts » to « Indices »

Today Machine Learning
ALERTES INDICES

« Business Rules built by experts
* Quite steady rules
« Lots of false negatives

No prejudjement on data analysis
Analysis only reflecting datas
Business experts solicitated after first

(lots of undectected incidents) analysis to improve the model
» Workload and budgets higher & higher » Drop down of False Negative &
« Attacks evolve faster than rules Positive
« Lots of False Positive (image impact or « Wider, Faster & Cheaper detection

time lost)

confidentiel | © WAVESTONE / 8

/

Vs




23/04/2020

RBC — INNOVATION WEEK — DATA MONETIZATION

IA main technological fields

Machine Learning

Natural language

5 Time series forecastin
processing 9

Machine Learning is a subset of
Al which enables the computer to

act and make data-driven
decisions to carry out a certain
task.

Time series forecasting is an
artificial intelligence technology
for the prediction of events
through a sequence of time.

Natural language processing
(NLP) is a subfield of artificial
intelligence concerned with the
interactions between computers
and human natural languages.

Computer vision

Anomaly detection

Speech processing

A recommender system is a
tool that seeks to predict the
“rating” or “preference” a user
would give to an item.

Deep Learning

Computer vision is a field of
artificial intelligence that works on
enabling computers to see,
identify and process images the
same way that human vision

Anomaly detection is the
identification of data points that
do not conform to the expected
pattern of a given group.

Speech processing is the study
of speech signals and the
processing methods of these
signals. The main studied
problematics are speech to text

Deep learning is a subset of
machine learning that regroup
methods based on learning
complex data representations.

does. and text to speech.
This i main Al categories but does not claim to be neither exhaustive nor perfect
(e.g. some segmentations could also add « RPA » or « Chatbots ») B
/,/
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RBC — INNOVATION WEEK — DATA MONETIZATION
IA main technological fields — Examples in day-to-day life
Natural language processing Time series forecasting
-
\ = [
NETFLIX
Customer service chatbot Weather forecasting
Speech processing Anomaly detection Deep Learning
A
1
Facial recognition Apple assistant « siri » Fraud detection in transactions Autonomous driving
yd
/
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Supervized Machine Learning

Definition and principle
Supervised machine learning is a subset of artificial intelligence where the computer is presented with examples
of inputs and their desired outputs. The goal of the algorithm is to learn a general formula which maps inputs to
outputs. The given output is called a “label”.

Supervised learning can be used either in regression tasks (where the label is a continuous value, e.g the price
of something) or classification tasks.

Input Processing Model and output

Infol  Infon lablel m — Pre:icti Predicted label
- 7
Model selection and training \—Y—J
oo [ ] - Spportvctor machines

oo foret A
= Creation of a labelised training data set + Neural networks

We use the obtained predictif model to make
predictions on new data point

/
s
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Unsupervized Machine Learning

Definition and principle

Unsupervised machine learning is another type of machine learning where no labels are given to the program.
Instead of generalizing, the goal of an unsupervised machine learning algorithm is to find structure and
relationship between the data points.

Unsupervised machine learning is mainly used in clustering tasks (repartition of data points into k cluster.

Unsupervised machine learning key steps

= At first, the data points = After running a * The

algorithm tries to = The new data point is

are not separated. clustering algorithm, we find the right cluster for assigned to the blue
were able to separate new data points. cluster.
our data point into 3 A
cluster. g
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Principes de I'apprentissage par des
machines

Apprentissage

Données

Prédiction

Nouvelles

Données

Le processus « sans état d’ame »

P QS Y e g

e Logique * Logique e Délibération
e Capteurs e Critéres ® Choix

® Mesures o Modeéles * Regles

o Seuils e Modele

¢ Objectifs déterminés

Evaluation des

k Aire de I'l.A. SIS /
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Le processus avec des hommes _changes avec

- - d’autres personnes >‘
ope -
Valeurs de Putilisateur [t P 1
étre influencées... P
/ |
i /
Sens (Bien, Mal) — Il
. —— e Volonté de capter
Volonté de chercher - i * Expérience ¢ Intentions

d’apprentissage p , les besoins |

quelquechose e Compétences * Objectifs + déterminés

/ : —\ utilisateur |

|
Perception Ident|f|’cat|9n, Décision, Action - !
Interprétation |
|

e Logique « Logique e Délibération 1

* Capteurs o Critéres e Choix I

N » Mesures » Modeles * Régles 4 1
e Seuils * Modele I

\ ¢ Objectifs déterminés !

Evaluation des

effets

K Aire de I'l.A.

Sens (Bien, Mal)

Les valeurs peuvent val d
étre influencées... aleurs du concepteur

Accident Google car

https://www.theverge.com/2016/2/29/11134344/google-self-

Les lundis de la cybersécurité



https://www.theverge.com/2016/2/29/11134344/google-self-driving-car-crash-report
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L’'accident du vol AF 447 (Rio - Paris)

Début de décrochage
L'avion atteint son altitude maximale, 'angle
dincidence trop élevé fait décrocher Iavion.

Cabrage de Favion L'alarme décrochage s'active
40 000 Le pilote prend la main et
pieds cabre. L'angle dincidence \
reste trop élevé /
) N Le commandant de bord
r —— revient dans le cockpit
Entrée dans une zone de
30000 turbulences
e N
P— — pieds
— Avant Paccident
—— Altitude 35 000 pieds
Les sondes Pitot givrent.
Le pilote automatique perd les
informations vitesse et rend la main /
3 o 20 000 aux pilotes
pieds
Chute de Pavion
L'avion tombe pendant 3mn
305 4 une vitesse de 180 km/h
10 000
pieds
\Alﬂﬂuﬁ Al
g .| Niveau :
- r
02h06  02h07  02h08  02h09  02h10 02h11  02h12  02h13  02h14  02h15
Positionnement des sondes Pitot
19

Les évolutions du Boeing 737 Max 8

Conséquence de la mise en place des réacteurs CFM
LEAP 1 : I'assiette positive peut entrainer un décrochage.

Safe zone

Solution, pour que l'avion se pilote comme les
autres Boeing 737 : mise en place du MCAS qui
compense |'effet des réacteurs par une action sur
la stabilisation. On rameéne le nez vers le bas.

stabilizer

Les lundis de la cybersécurité 20
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Les turbulences en vitesse
verticale dues aux MCAS

Lion Air flight Ethiopian Airlines flight

Vertical speed (feet per minute) = Vertical speed (feet per minute)

2,500 Approx Approx Approx 3,000
five mins six mins seven mins
2,000 into flight into flight into flight 2,500
1,500 2,000
1,000 1.500
1,000
500
CLIMB 500 /\
0 N LIMB
DESCENT 0 cl
-500 DESCENT
-s00 {N_
000 Take off
1 1,000
} Approx Approx
1:500 -1.500 one min two mins
5606 2,000 into flight into flight
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Limites du Security by design et IA

Conception
fonctionnelle

Etudes d'exécution Fabrication

\
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Concepteur Industriel Utilisateur

Direct ‘.ﬂ"
/

Exploitation
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/
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Applications de I'IA a la
meédecine

- Diagnostiquer des tumeurs ou des lésions
(machine learning = reconnaissance d’images,
radiographie ciblée et 3D...)

« Opérer (microchirurgie fine, précise, ...)
« « Réparer des humains » avec des prothéses (qui
s’adaptent, redonner la sensation du toucher, ...)

+ Suivre des patients a distance, avoir un relevé
temps réel

 Prédire la propagation d’épidémies
« Entrainer des chirurgiens sur des corps
« virtuels », opérations a distance...

23

Leurrer la machine ?

“panda” “gibbon"
57.7% confidence 99.3% confidence

12
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Merci de votre
attention

Je renvoie a « parlez
vous cerveau ? » du
docteur Lionel
Naccache

Je

acqu

es Pignault - Jean Magne - Bertrand Foy

Fascinante IA
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